
 

 

Document Title CCTV Policy  
 

Document Type Policy x Code  Procedure  Strategy  

Approved by PMG x F&GP  Audit x Corporation  

Date of final approval April 2026 Date for review April 2029 

Owner Head of Governance and Data Protection 

 
College Values 

Students: as the focus for the work of everyone at the College 
Mutual Respect: caring for and valuing students, staff, governors and our community 
Integrity: honesty, hard work and personal and social responsibility 
Learning:  a passion for learning and its capacity to change lives 
Excellence:  high aspirations, high standards and high achievement 

 

1. Context and Legal Basis 
The College has responsibilities to its students, staff and visitors to prevent them from harm, ensure that 

they feel safe at all times, and protect their property. In addition, the College has a duty to protect its own 

facilities and property. 

The College’s CCTV system contributes to fulfilling these responsibilities by acting as a deterrent to criminal 

or antisocial behaviour, increasing the perception of safety, and reducing the fear of crime. 

This policy operates within the legislative and regulatory framework set out below: 

 

• Data Protection Act 2018 (DPA 2018) 

• UK General Data Protection Regulation (UK GDPR) 

• Regulation of Investigatory Powers Act 2000 (RIPA) 

• Protection of Freedoms Act 2012 (PoFA) 

• ICO Guidance: CCTV and Video Surveillance 

• Home Office Surveillance Camera Code of Practice (latest version) 

2. Purpose 
Under the DPA 2018 and UK GDPR, the College must have clearly defined and specific purposes for any 

personal data captured via the CCTV system. The College has determined the following legitimate purposes: 

• To detect and record events on the College site which may involve criminal or antisocial behaviour, 

or breaches of College regulations or damage to property. 

• To enable the College to take action in response to live events and provide retrospective evidence to 

assist with investigations after the event. 

Examples include: assault, threatening behaviour, theft, arson, vandalism, and dangerous driving. 

Excluded uses: monitoring areas outside the College site, ANPR, drones, body-worn video, public display, 

internet uploads, facial recognition, covert surveillance (unless authorised by police), sound recording, or 

employee monitoring. 



 

 

3. Other Uses 
The College may use the CCTV system for purposes which do not have data protection implications (e.g., 

where individuals are not identifiable or have given consent). 

4. System Configuration 
The CCTV system comprises wired IP cameras linked to a central server. Cameras are in plain sight, do not 

record audio, and store footage securely on site. Image blanking is applied where private areas outside the 

College site may be visible. Appropriate signage is displayed throughout the premises. 

5. Roles and Responsibilities 
The overall management, operation, and oversight of the College’s CCTV system are governed by designated 

roles, as outlined below: 

Senior Leadership Team (SLT): Approves disclosures to third parties and ensures that CCTV operations align 

with the College’s safeguarding and data-protection obligations. 

Data Protection Officer (DPO): Provides advice and oversight on data-protection compliance, including Data 

Protection Impact Assessments (DPIAs), subject-access requests, and breach reporting. 

CCTV Security Team:  Authorised personnel responsible for the day-to-day operation of the system, including 

monitoring, footage retrieval, and secure storage. 

CCTV Support Team: Provides technical maintenance, system integrity checks, and ensures security measures 

are functioning effectively. 

All Staff: Must comply with this Policy, not attempt unauthorised access to CCTV footage, and promptly 

report any security or data-protection concerns. 

Team Members  
 

Postholders  

as at the date of the Policy 

Senior Leadership Team (SLT) Principal 

Director of Finance & Operations 

Director of Human Resources  

Director of Safeguarding, Behaviour & Attitude 

Altaf Hussain 

Donna Donlon 

Sayeda Meghjee  

Claire Banks 

Data Protection Officer (DPO) Head of Governance & Data Protection Louise Barden 

CCTV Security Team Head of Personal Development and Behaviour 
& Attitude 

Head of Facilities 

Security Manager 

Deputy Head of Behaviour & Attitude 

Jay Sahota 

 

Tony Whitehead 

Mo Shah 

Neil McKnickle 

CCTV Support Team Head of Infrastructure & Technical Support Dharit Patel 

6. Access to Data 
Access to CCTV recordings is restricted to authorised personnel. Disclosures are logged and limited to: 

A. CCTV Subject Access Requests (SARs) 



 

 

• Under the DPA 2018 / UK GDPR, individuals who are the subject of personal data (including CCTV 

images) are entitled to request access to it and can do so by submitting a completed form (Annex A). 

• If the College receives such a request, a copy of the images must be provided (subject to any 

exemptions) within one calendar month (unless an extension is applicable).  

• The individual must make the request in writing, providing details to allow the College to identify them 

as the subject and to locate the images. Where third-parties are included in the images, a balancing 

decision needs to be made regarding privacy of others. 

• The College will accept SARs from the subject’s formally nominated representative (for example, their 

solicitor or insurance company) but only with the subject’s written consent. 

• The CCTV Security Team will maintain a log of all SARs and disclosures. 

B. Access requests for the purposes of law enforcement and disciplinary investigations 

• The College will disclose CCTV recordings for the purposes of law enforcement only on receipt of a 

direct request from the police using a complete form (Annex B). 

• The CCTV Security Team will log all such requests and disclosures.  

• The College will retain recordings beyond the normal retention period if requested to do so by the 

police. 

• Other disclosures (for example to media or solicitors) will only be made in response to a written 

request from the police or a court order. 

• Access requests from interested parties (for example a feeder school or employer) relating to someone 

under their responsibility may be considered where appropriate. 

C. Viewing of CCTV images by authorised College staff in the course of their duties 

The roles and permissions relating to system access are as follows: 

What Who Where 

Permanent live feed of vehicle 

barriers and main reception 

Receptionists (note: screen may 

be in visible location) 

Main Reception desk 

Permanent live feed of shop 

cameras 

Shop sales staff only Shop counter PC 

Permanent live feed of LRC 

interior 

LRC staff only LRC issues counter 

Routine viewing of live or 

recorded footage to investigate 

possible offences 

CCTV Security Team members Student Management Office; 

Desk of Security Manager; C106 

Viewing live footage for routine 

management purposes (e.g., 

adjusting camera coverage) 

Any staff member, supervised by 

CCTV Security Team member 

Supervised viewing location 



 

 

What Who Where 

Staff request to view recorded 

CCTV footage (students)  

Request via an authorised 

member of SLT for approval  

Viewing by an authorised 

member of SLT and supervised 

by a CCTV Security Team 

member 

Staff request to view footage 

relating to persons other than 

students  

Request via an authorised 

member of SLT for approval 

Viewing by an authorised 

member of SLT and supervised 

by CCTV Security Team member 

Copying of CCTV footage to 

removable media (e.g., CD, DVD 

or USB) 

Copies must be made by a 

member of the CCTV Security 

Team, at request of SLT or 

Student Management Team 

Copying at Information Centre 

Security PC 

Disclosure of recorded images to 

external agency 

CCTV Security Team member or 

CCTV Support Team member, 

with SLT approval 

Student Management Office; 

Desk of Security Manager; C106 

Access is strictly restricted to authorised individuals and must always be supervised where required. The 

College will ensure technical and organisational controls to safeguard footage and prevent unauthorised 

access. 

7. Retention of Recordings 
Recordings will normally be retained for 28 days and securely deleted thereafter unless required for an 

ongoing investigation or valid business purpose. 

8. System Reviews and Auditing 
The College will review its CCTV use annually to ensure compliance, accuracy, and effectiveness. Internal 

audits and staff training will be undertaken as required. 

9. Public Information and Transparency 
Clear signage will indicate CCTV operation, purpose, and contact details. The Privacy Policies for Staff and 

Students will be published on the College website outlining the lawful basis for processing, retention periods, 

and individual rights. 

10. Related Policies 
This policy should be read in conjunction with: 

• Access to Information Policy 

• Data Protection Policy 

• Privacy Policies for Staff and Students 

• Safeguarding Young People Policy 



 

 

11. The 12 Guiding Principles of CCTV 
1. Use must be for a legitimate and necessary purpose. 

2. Consider privacy impacts and review regularly. 

3. Maintain transparency and contact point for information. 

4. Establish accountability for all activities. 

5. Define clear policies and communicate them. 

6. Store only necessary images and delete promptly. 

7. Restrict access and disclosure. 

8. Maintain technical and competency standards. 

9. Safeguard against unauthorised access and misuse. 

10. Conduct reviews and audits. 

11. Support public safety and evidential use. 

12. Ensure information used for matching is accurate and up to date. 

 

  



 

 

ANNEX A 

CCTV Footage Request Form 
 

Luton Sixth Form College operates a CCTV system to ensure the safety and security of students, 

staff, visitors, and property. Requests for access to CCTV footage will be considered in accordance 

with applicable data protection laws, including the UK GDPR and the Data Protection Act 2018, as 

well as the college’s CCTV policy. 

 

CCTV footage may only be released in specific circumstances, such as for law enforcement purposes, 

legal proceedings, or other legitimate reasons that comply with our policies and legal obligations. 

Requests from individuals seeking access to footage in which they appear will be assessed under 

their rights to access personal data. 

 

To process your request, please complete this form in full, providing as much detail as possible, 

including the date, time, and location of the footage required. Please note, footage will not be 

disclosed if it compromises the privacy of others, unless legally required. 

 

Requests will be processed within one calendar month, subject to availability and legal 

considerations. 

 

By submitting this request, you acknowledge that access to CCTV footage is subject to our policies 

and applicable laws. If you have any questions, please contact our Data Protection Officer at 

DataProtectionLSF@lutonsfc.ac.uk   

1. Details  

Full name:   

Company Name: 
 

Address:   

Telephone number: 
 

Email address:   

Date of request:  

2. Details of request 

Please provide a full description of the information being sought. 
 

Click or tap here to enter text. 

 

https://chatgpt.com/?q=UK%20GDPR
https://chatgpt.com/?q=Data%20Protection%20Act%202018
mailto:DataProtectionLSF@lutonsfc.ac.uk


 

 

Please be aware that if the information you request includes details that concern another person, 

we may need to obtain their consent before we can release the data to you. Additionally, if 

disclosing the information would negatively impact the rights and freedoms of others, we may 

not be able to share it with you. If this occurs, we will promptly notify you and explain our decision 

in full. 

3. Returning this form 

The completed form and supporting documents should be emailed to the Data Protection Officer, 
at  DataProtectionLSF@lutonsfc.ac.uk   
 
  

mailto:DataProtectionLSF@lutonsfc.ac.uk


 

 

ANNEX B 

OFFICIAL SENSITIVE (WHEN COMPLETE) 
 
 
 

 

 

 

 

Request to external organisation for the disclosure of personal data to the Police 

 

Under Schedule 2 Part 1 Paragraph 2 of the Data Protection Act 2018 or GDPR Articles 6(1)(d) & 9(2)(c) 

Position (where known): Click or tap here to enter their position in their organisation. 

Organisation: Click or tap here to enter name of their organisation. 

Address: Click or tap here to enter address of their organisation. 

 

I am making enquiries which are concerned with: 

☐ The prevention or detection of crime* 

☐ The prosecution or apprehension of offenders* 

☐ Protecting the vital interests of a person* 

☐   I confirm that the personal data requested below is needed for the purposes indicated above and a 

failure to provide that information will be likely to prejudice those matters. 

☐   I confirm that the individual(s) whose personal data is sought should not be informed of this request as 

to do so would be likely to prejudice the matters described above. 

*Check mark as is appropriate 

Information required:  

Click or tap here to enter text. 

Why the information is necessary for the purpose:  

Click or tap here to enter text. 

Police Reference: Click or tap here to enter text. 

From: Click or tap here to enter text.  



 

 

Rank/Number/Name:  Click or tap here to enter text. 

Station: Click or tap here to enter text. 

Date: Click or tap to enter a date. 

Telephone Number(s): Click or tap here to enter text. 

Email address: Click or tap here to enter text.  

 

Signature: ________________________________ 

 

Counter Signature: ________________________________ 

 

Rank/Number/Name: Click or tap here to enter text. 

Please see Guidance Notes on following page 

 

Undertaking of lawful use of data disclosed to the police service: 

Information disclosed to the police service is protected against unlawful reuse by the second data protection 

principle1, which prohibits data collected for one purpose being reused for another. If data disclosed to the 

police service is needed for another purpose, it will be reused only if the new purpose is lawful or a lawful 

exemption applies, and only data necessary and proportionate to that new purpose will be used. 

Therefore, the police service undertakes to ensure that any use or reuse of the data disclosed is lawful, 

compliant with the data protection principles and processed using appropriate safeguards to the rights and 

freedoms of the data subject. 

Please be aware that we cannot comply with a request to limit use of data which is overridden by a statutory 

or common law duty or obligation.  However, the reuse will be subject to the safeguards described above. 

We respectfully request that the same or equivalent measures are observed in your handling of this request 

for information. 

 

Additional information you may wish to provide to the police service: 

In order to help us safeguard against risk to the data subjects, your organisation, and the police service, 

please provide with your disclosure any additional information you believe necessary to best handle the data 

you choose to disclose.  This may include, but is not limited to: 

• Risks we could not reasonably anticipate 

 
1 General Data Protection Regulation Article 5(1)(b) and Data Protection Act 2018 Part 3 Section 36 



 

 

• Any expectation to consult with your organisation should reuse be necessary 

• Legally enforceable restrictions on reuse of the data 

Explanatory Note 

This form is used by the police when making a formal request to other organisations for personal data where 

disclosure is necessary for the purposes of the prevention or detection of crime or the apprehension or 

prosecution of offenders. It places no compulsion on the recipient to disclose the information, but should 

provide necessary reassurance that a disclosure for these purposes is appropriate and in compliance with 

the Data Protection Act 2018 and the General Data Protection Regulation (GDPR). 

Crime and Taxation - The GDPR regulates the processing of personal data where it is done so for non-Law 

Enforcement purposes. Article 23 of the GDPR permitted the UK Parliament to create, via legislation, 

exemptions from particular elements within the GDPR which would otherwise compromise the public 

interest.  The Data Protection Act 2018 sets out exemptions from the GDPR which apply in some 

circumstances. They mean that some of the data protection principles and subject rights within the GDPR do 

not apply at all or are restricted when personal data is used or disclosed for particular purposes. 

The most relevant exemption for Law Enforcement is that within the Data Protection Act 2018 at Schedule 2 

Part 1 Paragraph 2 (Crime & taxation: general). This applies where personal data is disclosed by an 

organisation subject to the GDPR to the police for the purposes of the prevention or detection of crime or the 

apprehension or prosecution of offenders.  

It restricts the application of the GDPR data protection principles and subject rights (as listed in the Data 

Protection Act 2018 at Schedule 2 Part 1 Paragraph 1) to the extent that the application of those provisions 

would be likely to prejudice the prevention or detection of crime or the apprehension or prosecution of 

offenders. 

In effect the exemption means that an organisation can provide personal data to the police where necessary 

for the prevention or detection of crime or the apprehension or prosecution of offenders without fear of 

breaching the GDPR or Data Protection Act 2018. 

Organisations already processing data for the prevention and detection of crime may wish to consider 

compatibility with their conditions for processing instead of using this exemption.  For example, Schedule 1 

Part 2 Paragraph 10 provides the condition for processing (including disclosure) for purposes compatible with 

this request. 

Vital Interests – To protect life or prevent an immediate and credible risk to life, GDPR Article 6(1)(d) provides 

a lawful basis for organisations to disclose personal data to the police where the disclosure is necessary in 

order to protect the vital interests of the data subject or of another natural person. Article 9(2)(c) provides 

for processing of special category data to the same ends, where the data subject is legally or physically 

incapable of consent. 

Further guidance on the use of this form may be obtained from your Data Protection Officer. 

______________________________________________________________________________ 

Completion Guidance 



 

 

Police officers or staff completing this form should type and tab between the fields on the form. The 

information required field should provide the recipient with sufficient information to allow them to locate 

the information sought. Where a signature and/or counter signature are required, the form will need to be 

printed off and signed manually. Some organisations may require a counter signature to be added to the 

form. Normally this should be the supervisor or line manager of the person completing the form, but may be 

a higher rank if reasonably required by the recipient.  

 

 


