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Data Protection Policy 
 

1. OVERVIEW 
 

The College’s reputation and success depend on how it manages and protects personal data. Protecting 

personal data and keeping it secure is the responsibility of everyone at the College. 

 

The College collects, uses and stores personal data about students, staff, governors, parents, visitors, 

suppliers and partners. It is important that this data is handled properly to comply with the Data Protection 

Act 2018 and the UK GDPR. 

 

This Data Protection Policy explains what College personnel must do to handle personal data lawfully and 

correctly. Following this policy helps maintain trust in the College and supports a safe and effective working 

and learning environment. 

 

This Policy is available on the College website and intranet and may be updated from time to time. It does 

not form part of any contract of employment, and the College reserves the right to amend it as necessary. 

All College staff are required to comply with this Policy at all times. 

 

If you have any questions about this policy, please contact the Data Protection Officer, who oversees the 

College’s compliance with data protection laws. 
 

2. ABOUT THIS POLICY 
 

This Policy consists of a general data protection policy and a number of subsidiary policies and procedures: 

• Rights of Individuals Policy (Appendix A) 

• Rights of Individuals Procedure (Appendix B) 

• Data Breach Notification Policy (Appendix C) 

• Data Breach Procedures (Appendix D) 
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• Data Retention Policy (Appendix E) 

• Data Retention Schedule (Appendix F) 

 

Together, these set out the basis on which the College will collect and use Personal Data either where the 

College collects it from individuals directly, or where it is provided to the College by third parties. They also 

set out rules on how the College handles uses, transfers and stores Personal Data. 

 

It applies to all Personal Data stored electronically, in paper form, or otherwise. 
 

3. DEFINITIONS 

College - Luton Sixth Form College 

 

College Personnel – Any College employee, worker or contractor who accesses any of the College’s Personal 

Data. This may include employees, consultants, contractors, and temporary personnel hired to work on 

behalf of the College. 

 

Controller – Any entity (e.g., company, organisation or person) that makes its own decisions about how it 

is going to collect and use Personal Data. In the case of the College, it is the College itself which is the 

controller. 

 

A Controller is responsible for compliance with Data Protection Laws. Examples of Personal Data the College 

is the Controller of include employee details or information the College collects relating to students. 

 

Data Protection Laws the UK GDPR, Data Protection Act 2018, Privacy and Electronic Communications 

Regulations (PECR), and any legislation that updates or replaces them, including the Data Protection and 

Digital Information legislation (DUAA - Data Use and Access Act) or related reforms, and applicable ICO 

guidance and codes of practice. 

 

Data Protection Officer – The Data Protection Officer is Louise Barden who can be contacted via 

dataprotectionLSF@lutonsfc.ac.uk 
 

ICO – the Information Commissioner’s Office, the UK’s data protection regulator. 

 

Individuals – Living individuals who can be identified, directly or indirectly, from information that the 

College has. For example, an individual could be identified directly by name, or indirectly by gender, job 

role and office location if you can use this information to work out who they are. Individuals include 

employees, students, parents, visitors and potential students. Individuals also include partnerships and sole 

traders. 

 

Personal Data – Any information about an Individual (see definition above) which identifies them or allows 

them to be identified in conjunction with other information that is held. It includes information of this type, 

even if used in a business context. 

 

Personal data is defined broadly and covers things such as name, address, email address (including in a 

business context, email addresses of Individuals in companies such as 

mailto:dataprotectionLSF@lutonsfc.ac.uk
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firstname.surname@organisation.com), IP address and also more sensitive types of data such as trade 

union membership, genetic data and religious beliefs. These more sensitive types of data are called “Special 

Categories of Personal Data” and are defined below. Special Categories of Personal Data are given extra 

protection by Data Protection Laws. 

 

Processor – Any entity (e.g., company, organisation or person) which accesses or uses Personal Data on the 

instruction of a Controller. 

 

A Processor is a third party that processes Personal Data on behalf of a Controller. This is usually as a result 

of the outsourcing of a service by the Controller or the provision of services by the Processor which involve 

access to or use of Personal Data. Examples include: where software support for a system, which contains 

Personal Data, is provided by someone outside the business; cloud arrangements; and mail fulfilment 

services. 

 

Special Categories of Personal Data – Personal Data that reveals a person’s racial or ethnic origin, political 

opinions, religious or philosophical beliefs, trade union membership, genetic data (i.e., information about 

their inherited or acquired genetic characteristics), biometric data (i.e., information about their physical, 

physiological or behavioural characteristics such as facial images and fingerprints), physical or mental 

health, sexual life or sexual orientation and criminal record. Special Categories of Personal Data are subject 

to additional controls in comparison to ordinary Personal Data. 

 

4. ACCOUNTABILITY AND GOVERNANCE  
 

The College will maintain: 

 

• Record of Processing Activities (RoPA) 

• Data Protection Impact Assessments (DIPAs) with Data Protection Agreements  

• Supplier due diligence records 
 

Identify roles:  

 

• Senior Information Responsible Owner (SIRO) – the Principal/CEO will hold overall accountability 

for information risk, data governance, and assurance to senior leadership and the Corporation 

• Data Protection Officer  
 

5. COLLEGE PERSONNEL’S GENERAL OBLIGATIONS 
 

All College Personnel must comply with this policy. 

 

College Personnel must ensure that they keep confidential all Personal Data that they collect, store, use and 

come into contact with during the performance of their duties. 

 

College Personnel must not release or disclose any Personal Data: 

 

• outside the College; or 
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• inside the college-to-college Personnel unauthorised to access the Personal Data, 

 

• without specific authorisation from their manager or the Data Protection Officer; this includes by 

phone calls or in emails. 

 

College Personnel must take all steps to ensure there is no unauthorised access to Personal Data whether 

by other College Personnel who are not authorised to see such Personal Data or by people outside the 

College. 
 

6. DATA PROTECTION PRINCIPLES 
 

When using Personal Data, Data Protection Laws require that the College complies with the following 

principles. These principles require Personal Data to be: 

 

• processed lawfully, fairly and in a transparent manner; 

 

• collected for specified, explicit and legitimate purposes and not further processed in a manner that 

is incompatible with those purposes; 

 

• adequate, relevant and limited to what is necessary for the purposes for which it is being processed; 

 

• accurate and kept up to date, meaning that every reasonable step must be taken to ensure that 

Personal Data that is inaccurate is erased or rectified as soon as possible; 

 

• kept for no longer than is necessary for the purposes for which it is being processed; and 

 

• processed in a manner that ensures appropriate security of the Personal Data, including protection 

against unauthorised or unlawful processing and against accidental loss, destruction or damage, 

using appropriate technical or organisational measures. 

 

These principles are considered in more detail in the remainder of this Policy. 

 

In addition to complying with the above requirements the College also has to demonstrate in writing that 

it complies with them. The College has a number of policies and procedures in place, including this Policy 

and the documentation referred to in it, to ensure that the College can demonstrate its compliance. 

 

7. LAWFUL USE OF PERSONAL DATA 

In order to collect and/or use Personal Data lawfully the College needs to be able to show that its use meets 

one of a number of legal grounds. The detailed grounds can be found at here 
 

In addition, when the College collects and/or uses Special Categories of Personal Data, the College has to 

show that one of a number of additional conditions is met. The detailed additional conditions can be found 

at here 

 

The College has carefully assessed how it uses Personal Data and how it complies with the obligations set 

https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/lawful-basis/a-guide-to-lawful-basis/
https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/lawful-basis-for-processing/special-category-data/
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out in paragraphs 6.1 and 6.2. If the College changes how it uses Personal Data, the College needs to update 

this record and may also need to notify Individuals about the change. If College Personnel therefore intend 

to change how they use Personal Data at any point they must notify the Data Protection Officer who will 

decide whether their intended use requires amendments to be made and any other controls which need 

to apply. 

 

8. TRANSPARENT PROCESSING – PRIVACY POLICIES 

Where the College collects Personal Data directly from Individuals, the College will inform them about how 

the College uses their Personal Data. This is normally in a privacy statement on the data collection form, or 

by a separate privacy policy. The College has adopted the following privacy policies: 

• Privacy Policy for Students 

• Privacy Policy for Staff 

 

If the College receives Personal Data about an Individual from other sources, the College will provide the 

Individual with the Privacy Policy explaining how the College will use their Personal Data. This will be 

provided as soon as reasonably possible and in any event within one month. 

 

If the College changes how it uses Personal Data, the College may need to notify Individuals about the 

change. If College Personnel therefore intend to change how they use Personal Data please notify the Data 

Protection Officer who will decide whether the College Personnel’s intended use requires amendments to 

be made to the privacy policies and any other controls which need to apply. 

 

The College recognises that students are children and young people and therefore require additional 

consideration in how their personal data is collected, used and protected. The College will ensure that its 

processing of student data is transparent and communicated in a way that is clear and appropriate to the 

age and understanding of the individual. In certain circumstances, safeguarding obligations and duties of 

care may lawfully take precedence over an individual’s data protection rights, where this is necessary to 

protect the vital interests or welfare of the student or others. 
 

9. DATA QUALITY – ENSURING THE USE OF ACCURATE, UP TO DATE AND RELEVANT 
PERSONAL DATA 

 

Data Protection Laws require that the College only collects and processes Personal Data to the extent that 

it is required for the specific purpose(s) notified to the Individual in a privacy policy (see paragraph 7 above) 

and as set out in the College’s record of how it uses Personal Data. The College is also required to ensure 

that the Personal Data the College holds is accurate and kept up to date. 

 

All College Personnel that collect and record Personal Data shall ensure that the Personal Data is recorded 

accurately, is kept up to date and shall also ensure that they limit the collection and recording of Personal 

Data to that which is adequate, relevant and limited to what is necessary in relation to the purpose for which 

it is collected and used. 

 

All College Personnel that obtain Personal Data from sources outside the College shall take reasonable steps 

to ensure that the Personal Data is recorded accurately, is up to date and limited to that which is adequate, 

relevant and limited to what is necessary in relation to the purpose for which it is collected and used. This 
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does not require College Personnel to independently check the Personal Data obtained. 

 

In order to maintain the quality of Personal Data, all College Personnel that access Personal Data shall 

ensure that they review, maintain and update it to ensure that it remains accurate, up to date, adequate, 

relevant and limited to what is necessary in relation to the purpose for which it is collected and used. Please 

note that this does not apply to Personal Data which the College must keep in its original form (e.g. for legal 

reasons or that which is relevant to an investigation). 

 

The College recognises the importance of ensuring that Personal Data is amended, rectified, erased or its 

use restricted where this is appropriate under Data Protection Laws. The College has a Rights of Individuals 

Policy and a Rights of Individuals Procedure which set out how the College responds to requests relating to 

these issues. Any request from an individual for the amendment, rectification, erasure or restriction of the 

use of their Personal Data will be dealt with in accordance with those documents. 

 

10. PERSONAL DATA MUST NOT BE KEPT FOR LONGER THAN NEEDED 
 

Data Protection Laws require that the College does not keep Personal Data longer than is necessary for the 

purpose or purposes for which the College collected it. 

 

The College has assessed the types of Personal Data that it holds and the purposes it uses it for and has set 

retention periods for the different types of Personal Data processed by the College, the reasons for those 

retention periods and how the College securely deletes Personal Data at the end of those periods. These 

are set out in the College’s Data Retention Schedules. 

 

If College Personnel feel that a particular item of Personal Data needs to be kept for more or less time than 

the retention period set out in the Data Retention schedule, for example because there is a requirement 

of law, or if College Personnel have any questions about this Policy or the College’s Personal Data retention 

practices, they should contact the Data Protection Officer for guidance. 

 

11. DATA SECURITY 
 

The College takes information security very seriously and the College has security measures against 

unlawful or unauthorised processing of Personal Data and against the accidental loss of, or damage to, 

Personal Data. The College has in place procedures and technologies to maintain the security of all Personal 

Data from the point of collection to the point of destruction. 
 

12. DATA BREACH 
 

Whilst the College takes information security very seriously, it is possible that a security breach could 

happen which may result in the unauthorised loss of, access to, deletion of or alteration of Personal Data. If 

this happens there will be a Personal Data breach and College Personnel must comply with the College’s Data 

Breach Notification Policy. Please see paragraphs 11.2 and 11.3 for examples of what can be a Personal 

Data breach. Please familiarise yourself with it as it contains important obligations which College Personnel 

need to comply with in the event of Personal Data breaches. 
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Personal Data breach is defined very broadly and is effectively any failure to keep Personal Data secure, 

which leads to the accidental or unlawful loss (including loss of access to), destruction, alteration or 

unauthorised disclosure of Personal Data. Whilst most Personal Data breaches happen as a result of action 

taken by a third party, they can also occur as a result of something someone internal does. 

 

There are three main types of Personal Data breach which are as follows: 

 

• Confidentiality breach - where there is an unauthorised or accidental disclosure of, or access to, 

Personal Data e.g. hacking, accessing internal systems that a College Personnel is not authorised to 

access, accessing Personal Data stored on a lost laptop, phone or other device, people people using 

social engineering techniques to gain access to Personal Data they have no right to access to 

Personal Data they have no right to access, putting the wrong letter in the wrong envelope, sending 

an email to the wrong student, or disclosing information over the phone to the wrong person; 

 

• Availability breach - where there is an accidental or unauthorised loss of access to, or destruction 

of, Personal Data e.g. loss of a memory stick, laptop or device, denial of service attack, infection of 

systems by ransom ware, deleting Personal Data in error, loss of access to Personal Data stored on 

systems, inability to restore access to Personal Data from back up, or loss of an encryption key; and 

 

• Integrity breach - where there is an unauthorised or accidental alteration of Personal Data. 

 

13. MONITORING AND COMPLIANCE 
 

The College is committed to ensuring ongoing compliance with Data Protection Laws and maintaining 

effective data protection practices across all areas of its operations. 

 

The College will carry out periodic internal audits and reviews of its data protection practices, systems, and 

processes to assess compliance with this Policy and identify areas for improvement. These audits may 

include reviews of data handling practices, security measures, records management, and adherence to 

procedures. 

 

This Policy will be formally reviewed at regular intervals, and at least in line with the stated review date, or 

sooner where there are changes in legislation, regulatory guidance, or organisational practices. 

 

The College will report on data protection compliance, risks, and any significant incidents to Senior 

Leadership Team (SLT), the Data Protection Link Governor, the Audit Committee and the Corporation, to 

provide assurance and support effective oversight of information governance. 
 

14. APPOINTING CONTRACTORS WHO ACCESS THE COLLEGE’S PERSONAL DATA 
 

If the College appoints a contractor who is a Processor of the College’s Personal Data, Data Protection Laws 

require that the College only appoints them where the College has carried out sufficient due diligence and 

only where the College has appropriate contracts in place. 

 

One requirement of UK GDPR is that a Controller must only use Processors who meet the requirements of 

the UK GDPR and protect the rights of individuals. This means that data protection due diligence should be 
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undertaken on both new and existing suppliers. Once a Processor is appointed they should be audited 

periodically to ensure that they are meeting the requirements of their contract in relation to Data 

Protection. 

 

Any contract where an organisation appoints a Processor must be in writing. 

 

You are considered as having appointed a Processor where you engage someone to perform a service for 

you and as part of it they may get access to your Personal Data. Where you appoint a Processor you, as 

Controller remain responsible for what happens to the Personal Data. 

 

UK GDPR requires the contract with a Processor to contain the following obligations as a minimum: 

 

• to only act on the written instructions of the Controller; 
 

• to not export Personal Data without the Controller’s instruction; 

 

• to ensure staff are subject to confidentiality obligations; 

 

• to take appropriate security measures; 

 

• to only engage sub-processors with the prior consent (specific or general) of the Controller and 

under a written contract; 

 

• to keep the Personal Data secure and assist the Controller to do so; 

 

• to assist with the notification of Data Breaches and Data Protection Impact Assessments; 

 

• to assist with subject access/individual rights; 

 

• to delete/return all Personal Data as requested at the end of the contract; 

 

• to submit to audits and provide information about the processing; and 

 

• to tell the Controller if any instruction is in breach of the UK GDPR data protection law. 

 

In addition, the contract should set out: 

 

• The subject-matter and duration of the processing; 

 

• the nature and purpose of the processing; 

 

• the type of Personal Data and categories of individuals; and 

 

• the obligations and rights of the Controller. 
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15. INDIVIDUALS’ RIGHTS 
 

UK GDPR gives individuals more control about how their data is collected and stored and what is done with 

it. Some existing rights of individuals have been expanded upon and some new rights have been introduced. 

 

The different types of rights of individuals are reflected in this paragraph. 

 

Subject Access Requests 

 

Individuals have the right under the UK GDPR to ask a College to confirm what Personal Data they hold in 

relation to them and provide them with the data. The timescale for providing this is one month. No fee 

may be charged for complying with the request. 

 

Subject Access Requests are becoming more and more common and are often made in the context of a 

dispute which means that it is crucial that they are handled appropriately to avoid a complaint being made 

to the ICO. 

 

Right of Erasure (Right to be Forgotten) 

 

This is a limited right for individuals to request the erasure of Personal Data concerning them where: 

 

• the use of the Personal Data is no longer necessary; 

 

• their consent is withdrawn and there is no other legal ground for the processing; 

 

• the individual objects to the processing and there are no overriding legitimate grounds for the 

processing; 

 

• the Personal Data has been unlawfully processed; and 

 

• the Personal Data has to be erased for compliance with a legal obligation. 

 

In a marketing context, where Personal Data is collected and processed for direct marketing purposes, the 

individual has a right to object to processing at any time. Where the individual objects, the Personal Data 

must not be processed for such purposes. 

 

Right of Data Portability 

 

An individual has the right to request that data concerning them is provided to them in a structured, 

commonly used and machine-readable format where: 

 

• the processing is based on consent or on a contract; and 

 

• the processing is carried out by automated means 

 

• This right isn’t the same as subject access and is intended to give individuals a subset of their data. 
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The Right of Rectification and Restriction 

 

Finally, individuals are also given the right to request that any Personal Data is rectified if inaccurate and to 

have use of their Personal Data restricted to particular purposes in certain circumstances. 

 

The College will use all Personal Data in accordance with the rights given to Individuals under Data Protection 

Laws, and will ensure that it allows individuals to exercise their rights in accordance with the College’s Rights 

of Individuals Policy and Rights of Individuals Procedure. Please familiarise yourself with these documents 

as they contain important obligations which College Personnel need to comply with in relation to the rights 

of Individuals over their Personal Data. 
 

16. DATA PROTECTION COMPLAINTS 
 

Individuals are entitled to raise a complaint with the College if they believe their Personal Data has been processed 

in breach of Data Protection Laws. This includes concerns about the handling of Personal Data, such as subject 

access requests and other individual rights requests. 

 

The College’s Complaints Policy [Appendix G] sets out the process for dealing with complaints relating to data 

protection, including subject access requests and requests made under the Freedom of Information Act. 

 

If an individual remains dissatisfied with the outcome, they also have the right to refer their complaint to the 

Information Commissioner’s Office (ICO). 

 

17. MARKETING AND CONSENT 
 

The College will sometimes contact Individuals to send them marketing or to promote the College. Where 

the College carries out any marketing, Data Protection Laws require that this is only done in a legally 

compliant manner. 

 

Marketing consists of any advertising or marketing communication that is directed to particular individuals. 

UK GDPR will bring about a number of important changes for organisations that market to individuals, 

including: 

 

• providing more detail in their privacy policies, including for example whether profiling takes place; 

and 

 

• rules on obtaining consent will be stricter and will require an individual's "clear affirmative action". 

The ICO like consent to be used in a marketing context. 

 

Colleges also need to be aware of the Privacy and Electronic Communications Regulations (PECR) that sit 

alongside data protection. PECR apply to direct marketing i.e. a communication directed to particular 

individuals and covers any advertising/marketing material. It applies to electronic communication i.e. calls, 

emails, texts, faxes. PECR rules apply even if you are not processing any personal data 

 

Consent is central to electronic marketing. Consent is normally sought by means of an un-ticked opt-in box. 
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Any consent obtained for marketing purposes must meet the standard set out under UK GDPR, meaning it 

must be freely given, specific, informed and unambiguous, and demonstrated through a clear affirmative 

action. The College will maintain appropriate records of consent to demonstrate compliance with these 

requirements and will ensure that individuals can withdraw their consent easily at any time. 

 

Alternatively, the College may be able to market using a “soft opt in” if the following conditions were met: 

 

• contact details have been obtained in the course of a sale (or negotiations for a sale); 

 

• the College are marketing its own similar services; and 

 

• the College gives the individual a simple opportunity to refuse to opt out of the marketing, both 

when first collecting the details and in every message after that. 
 

18. AUTOMATED DECISION MAKING AND PROFILING 

Under Data Protection Laws there are controls around profiling and automated decision making in relation 

to Individuals. 

 

• Automated Decision Making happens where the College makes a decision about an Individual 

solely by automated means without any human involvement and the decision has legal or other 

significant effects; and 

 

• Profiling happens where the College automatically uses Personal Data to evaluate certain things 

about an Individual. 

 

Any Automated Decision Making or Profiling which the College carries out can only be done once the College 

is confident that it is complying with Data Protection Laws. If College Personnel therefore wish to carry out 

any Automated Decision Making or Profiling College Personnel must inform the Data Protection Officer. 

 

College Personnel must not carry out Automated Decision Making or Profiling without the approval of the 

Data Protection Officer. 

 

The College does not routinely carry out automated decision-making or profiling in relation to individuals. 

Where such processing is introduced, it will be subject to appropriate safeguards, including human 

oversight, and will be assessed in line with Data Protection Laws and regulatory guidance. 
 

19. DATA PROTECTION IMPACT ASSESSMENTS (DPIA) 
 

The UK GDPR introduce a new requirement to carry out a risk assessment in relation to the use of Personal 

Data for a new service, product or process. This must be done prior to the processing via a Data Protection 

Impact Assessment (DPIA). A DPIA should be started as early as practical in the design of processing 

operations. A DPIA is not a prohibition on using Personal Data but is an assessment of issues affecting 

Personal Data which need to be considered before a new product/service/process is rolled out. The process 

is designed to: 



12   

 

• describe the collection and use of Personal Data; 

 

• assess its necessity and its proportionality in relation to the purposes; 

 

• assess the risks to the rights and freedoms of individuals; and 

 

• the measures to address the risks. 

 

 A DPIA must be completed, by a member of the Senior Leadership Team (SLT), where the use of Personal 

Data is likely to result in a high risk to the rights and freedoms of individuals. All DPIAs must be carried out 

using the approved ICO template. 
 

Where a DPIA reveals risks which are not appropriately mitigated the ICO must be consulted. 

 

Where the College is launching or proposing to adopt a new process, product or service which involves 

Personal Data, the College needs to consider whether it needs to carry out a DPIA as part of the project 

initiation process. The College needs to carry out a DPIA at an early stage in the process so that the College 

can identify and fix problems with its proposed new process, product or service at an early stage, reducing 

the associated costs and damage to reputation, which might otherwise occur. 

 

Situations where the College may have to carry out a Data Protection Impact Assessment include the 

following (please note that this list is not exhaustive): 

 

• large scale and systematic use of Personal Data for the purposes of Automated Decision Making or 

Profiling (see definitions above) where legal or similarly significant decisions are made; 

 

• large scale use of Special Categories of Personal Data, or Personal Data relating to criminal 

convictions and offences e.g., the use of high volumes of health data; or 

 

• systematic monitoring of public areas on a large scale e.g., CCTV cameras. 

 

All DPIAs must be reviewed and approved by the Data Protection Officer and the Senior Information Risk 

Owner (SIRO).  
 

20. TRANSFERRING PERSONAL DATA TO A COUNTRY OUTSIDE THE UK  
 

Data Protection Laws impose strict controls on Personal Data being transferred outside the UK. Transfer 

includes sending Personal Data outside the UK but also includes storage of Personal Data or access to it 

outside the UK. It needs to be thought about whenever the College appoints a supplier outside the UK or 

the College appoints a supplier with group companies outside the UK which may give access to the Personal 

Data to staff outside the UK. 

 

Transfers will comply with UK international transfer rules, including adequacy regulations, International 

Data Transfer Agreements (IDTA), or other approved safeguards. 

 



13   

So that the College can ensure it is compliant with Data Protection Laws College Personnel must not 

export Personal Data unless it has been approved by the Data Protection Officer. 

 

College Personnel must not export any Personal Data outside the UK without the approval of the Data 

Protection Officer. 
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APPENDIX A 
 

Luton Sixth Form College Rights of Individuals Policy 
 

1. OVERVIEW 
 

The College’s reputation and future growth are dependent on the way the College manages and protects 

Personal Data. All individuals have rights over their Personal Data and the College recognises the importance 

of having an effective Policy in place to allow individuals to exercise those rights in a way that is clear and 

easy for them. The College has therefore implemented this Rights of Individuals Policy to ensure all College 

Personnel are aware of what rights individuals have over their Personal Data and how the College makes 

sure those rights can be exercised. 

 

College Personnel will receive a copy of this Policy when they start and may receive periodic revisions of this 

Policy. This Policy does not form part of any College Personnel’s contract of employment and the College 

reserves the right to change this Policy at any time. All College Personnel are obliged to comply with this 

Policy at all times. 

 

2. ABOUT THIS POLICY 
 

The College’s Data Protection Policy is the College’s fundamental policy which sets out the types of Personal 

Data that the College may be required to handle, as well as the College’s legal purposes for doing so, and 

it sets out how the College complies with its obligations under Data Protection Laws. 

 

This Policy explains how the College complies with its legal obligations to allow individuals to exercise their 

rights over their Personal Data. The College has a corresponding Rights of Individuals Procedure that sets 

out the process the College follows to deal with individuals exercising the rights set out in this Policy. 
 

3. SCOPE 
 

This Policy applies to all College Personnel who collect and/or use Personal Data relating to individuals. It 

applies to all Personal Data stored electronically, in paper form, or otherwise. 

 

The relationship between routine operations and formal procedures. 

 

The efficient operation of the College relies on the personal data it holds being accurate, accessible and 

closely managed. The College recognises that this requires data subjects to be able to access data relating 

to them, and to tell the College if the data is inaccurate or no longer relevant. It is therefore part of the 

College’s routine business practices to facilitate the viewing and correction of personal data by the data 

subject. 

 

The great majority of data access and correction will occur as part of the normal daily operations of the 

College. In particular: 

 

• When a data subject asks to see data held about them by the College, College staff will work with 
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the data subject to clarify what data they want to see, and will be able to provide the information 

relatively quickly and easily. 

• Corrections to personal data are likewise handled on the basis of routine practice, the most 

common form of data correction being changes to contact details. 

 

Routine interactions may resolve simple queries quickly; however, any request that meets the definition of 

an individual rights request under Data Protection Laws must be handled in accordance with the College’s 

formal procedures and recorded appropriately. Where there is any doubt, the request must be referred to 

the Data Protection Officer. 
 

4. COLLEGE PERSONNEL’S OBLIGATIONS 
 

This Policy sets out the rights that individuals have over their Personal Data under Data Protection Laws. If a 

member of the College Personnel receives a request from an individual to exercise any of the rights set out 

in this Policy, that member of the College Personnel must: 

 

• inform the Data Protection Officer as soon as possible and, in any event, within 24 hours of 

receiving the request; 

 

• tell the Data Protection Officer what the request consists of, who has sent the request and provide 

the Data Protection Officer with a copy of the request; 

 

• not respond to the request other than in accordance with the College’s approved procedures and 

without consulting the Data Protection Officer 

 
The College will maintain records of all individual rights requests and how they are handled, in order to 

demonstrate compliance with Data Protection Laws. 
 

5. WHAT RIGHTS DO INDIVIDUALS HAVE OVER THEIR PERSONAL DATA? 
 

Right of access (subject access requests) 

 

Individuals have the right to ask the College to confirm the Personal Data about them that the College is 

holding, and to have copies of that Personal Data (commonly known as a Subject Access Request or SAR) 

along with the following information: 

 

• the purposes that the College has their Personal Data for; 

 

• the categories of Personal Data about them that the College has; 

 

• the recipients or categories of recipients that their Personal Data has been or will be disclosed to; 

 

• how long the College will keep their Personal Data; 

 

• that they have the right to request that the College corrects any inaccuracies in their Personal Data 



16  

or deletes their Personal Data (in certain circumstances, please see below for further information); 

or restrict the uses the College is making of their Personal Data (in certain circumstances, please see 

below for further information); or to object to the uses the College is making of their Personal Data 

(in certain circumstances, please see below for further information); 

 

• that they have the right to complain to the ICO if they are unhappy about how the College has dealt 

with this request or in general about the way the College is handling their Personal Data; 

 

• where the Personal Data was not collected from them, where the College got it from; and 

 

• the existence of automated decision-making, including profiling (if applicable). 

 

The College is not entitled to charge individuals for complying with this request. However, if the individual 

would like a further copy of the information requested, the College can charge a reasonable fee based on 

its administrative costs of making the further copy. 

 

There are no formality requirements to making a SAR and it does not have to refer to data protection law, 

or use the words Subject Access Request or SAR. The College will monitor its incoming communications, 

including post, email, its website and social media pages to ensure that the College can recognise a SAR 

when it receives it. 

 

The College is required to respond to a SAR within one month from the date the College receives it. If the 

SAR is complex or there are multiple requests at once, the College may extend this period by two further 

months provided that the College tells the individual who has made the SAR about the delay and the 

College’s reasons for the delay within the first month. 

 

The College will request proof of identity where necessary before responding to a request, to ensure that 

personal data is only disclosed to the correct individual.  

 
The College may refuse to act on, or charge a reasonable fee for, requests that are manifestly unfounded 

or excessive, in accordance with Data Protection Laws. 

 

The Data Protection Officer will reach a decision as to the complexity of the SAR and whether the College is 

entitled to extend the deadline for responding. 

 

Right to rectification 

 

Individuals have the right to ask the College to correct any Personal Data about them that the College is 

holding that is incorrect. The College is then obliged to correct that Personal Data within one month (or two 

months if the request is complex). 

 

Where the individual tells the College their Personal Data is incomplete, the College is obliged to complete 

it if the individual asks the College to do so. This may mean adding a supplementary statement to their 

personal file for example. 

 

If the College has disclosed the individual’s inaccurate Personal Data to any third parties, the College is 
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required to tell the individual who those third parties are and to inform the third parties of the correction 

where the College can. 

 

When an individual asks the College to correct their Personal Data, the College is required to do so and to 

confirm this in writing to the individual within one month of them making the request. 

 

Right to erasure (right to be forgotten) 

 

Individuals have the right to ask the College to delete the Personal Data the College has about them in 

certain circumstances but this right is limited in scope and does not apply to every individual. The right to 

be forgotten applies when: 

 

• the Personal Data is no longer necessary for the purpose the College collected it for; 

 

• the individual withdraws consent and the College has no other legal basis to use their Personal 

Data; 

 

• the individual objects to the College’s processing and there is no overriding legitimate interest for 

continuing the processing; 

 

• the Personal Data was unlawfully processed; and/or 

 

• the Personal Data has to be erased to comply with a legal obligation. 

 

If the College has disclosed the individual’s deleted Personal Data to any third parties, the College is required 

to tell the individual who those third parties are and to inform the third parties to delete the Personal Data 

where the College can. 

 

When an individual asks the College to delete their Personal Data, and where that right applies, the College 

is required to do so and to inform the individual in writing within one month of them making the request 

that this has been done. 

 

Right to restrict processing 

 

Individuals have the right to “block” or “suppress” the College’s processing of their Personal Data when: 

 

• they contest the accuracy of the Personal Data, for a period enabling the College to verify the 

accuracy of the Personal Data; 

 

• the processing is unlawful and the individual opposes the deletion of the Personal Data and 

requests restriction instead; 

 

• the College no longer needs the Personal Data for the purposes the College collected it for, but the 

College is required by the individual to keep the Personal Data for the establishment, exercise or 

defence of legal claims; 
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• the individual has objected to the College’s legitimate interests, for a period enabling the College 

to verify whether its legitimate interests override their interests. 

 

If the College has disclosed the individual’s restricted Personal Data to any third parties, the College is 

required to tell the individual who those third parties are and to inform the third parties about the 

restriction where the College can. 

 

When an individual asks the College to restrict its processing of their Personal Data, the College is required 

to do so and to confirm to the individual in writing within one month of them making the request that this 

has been done. 

 

Right to data portability 

 

Individuals have the right to obtain from the College a copy of their own Personal Data in a structured, 

commonly-used and machine-readable format (such as CSV files). The aim of this right is to facilitate the 

ability of individuals to move, copy or transmit their Personal Data easily from one IT environment to 

another. 

 

The right to data portability only applies when: 

 

the individual provided the College with the Personal Data; 

 

the processing the College is carrying out is based on the individual’s consent or is necessary for the 

performance of a contract; and 

 

the processing is carried out by automated means. 

 

This means that the right to data portability does not apply to personal data the College is processing on 

another legal basis, such as its legitimate interests. 

 

The College is obliged to provide this information free of charge within one month of the individual making 

the request (or two months where the request is complex provided that the College explains to the 

individual why it needs more time). 

 

The individual also has the right to ask the College to transmit the Personal data directly to another 

organisation if this is technically possible. 

 

Right to object 

 

Individuals have the right to object to the College’s processing of their Personal Data where: 

• the College’s processing is based on its legitimate interests or the performance of a task in the 

public interest and the individual has grounds relating to his or her particular situation on which to 

object; 

 

• the College is carrying out direct marketing to the individual; and/or 
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• the College’s processing is for the purpose of scientific/historical research and statistics and the 

individual has grounds relating to his or her particular situation on which to object. 

 

If an individual has grounds to object to the College’s legitimate interests, the College must stop processing 

their Personal Data unless the College has compelling legitimate grounds for the processing which override 

the interests of the individual, or where the processing is for the establishment, exercise or defence of legal 

claims. 

 

If an individual objects to direct marketing, the College must stop processing their Personal Data for these 

purposes as soon as the College receives the request. The College cannot refuse their request for any 

reason and cannot charge them for complying with it. 

 

Before the end of one month from the date the College gets the request, the College must notify the 

individual in writing that the College has complied or intends to comply with their objections or that the 

College is not complying and the reasons why. 

 
Where processing is based on consent, individuals have the right to withdraw their consent at any time, 

and this will be acted upon promptly. 

 

Rights in relation to automated decision making 

 

Individuals have the right not to be subject to a decision based solely on automated processing, including 

profiling, which produces legal effects concerning them or similarly significantly affects them unless the 

decision is: 

 

• necessary for entering into or performing a contract between the College and the individual; 

 

• required or authorised by Data Protection Laws; or 

 

• based on the individual’s explicit consent. 

 
Automated decision making happens where the College makes a decision about an individual solely by 

automated means without any human involvement. Profiling happens where the College automatically 

uses Personal Data to evaluate certain things about an individual. 

 

The College recognises that emerging technologies, including artificial intelligence (AI) systems and assisted 

decision-making tools, may involve automated or partially automated processing of Personal Data. The 

College will ensure that appropriate human oversight is maintained where decisions have a legal or similarly 

significant effect on individuals, and will assess the use of such technologies in line with Data Protection 

Laws, regulatory guidance, and good practice.  

 
The exercise of individual rights may be subject to certain limitations where necessary to comply with legal 

obligations, including safeguarding duties, the prevention or detection of crime, or the protection of the 

rights and freedoms of others. 
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APPENDIX B 

Luton Sixth Form College Rights of Individuals Procedure 
 

1. OVERVIEW 
 

The College’s reputation and future growth are dependent on the way the College manages and protects 

Personal Data. All individuals have rights over their Personal Data. This Rights of Individuals Procedure must 

be read in conjunction with the College’s Rights of Individuals Policy. It explains the process the College 

follows to comply with its legal obligations to allow individuals to exercise their rights over their Personal 

Data which are detailed in the Rights of Individuals Policy. 

 

College Personnel will receive a copy of this Policy when they start and may receive periodic revisions of this 

Policy. This Policy does not form part of any College Personnel’s contract of employment and the College 

reserves the right to change this Policy at any time. All College Personnel are obliged to comply with this 

Policy at all times. 
 

2. ABOUT THIS PROCEDURE 
 

The College’s Data Protection Policy is the College’s fundamental policy which sets out the types of Personal 

Data that the College may be required to handle, as well as the College’s legal purposes for doing so, and 

it sets out how the College complies with its obligations under Data Protection Laws. 

 

This Procedure explains the process the College has in place to ensure that the College complies with its 

legal obligations to allow individuals to exercise their rights over their Personal Data. The College has a 

corresponding Rights of Individuals Policy that sets out what those rights are and explains College 

Personnel’s’ obligations in relation to ensuring that the College meets its obligations in this area. 

 

As described in the Rights of Individuals Policy, these procedures apply to all requests that meet the definition of an 

individual rights request under Data Protection Laws. Routine interactions may resolve simple queries, but all qualifying 

requests must be handled in accordance with this Procedure. 
 

3. SCOPE 
 

This Procedure applies to all College Personnel who collect and/or use Personal Data relating to individuals. 

 

It applies to all Personal Data stored electronically, in paper form, or otherwise. 

 

4. HOW DO WE ALLOW INDIVIDUALS TO EXERCISE THEIR RIGHTS UNDER DATA 
PROTECTION LAWS? 

 

Right of access (subject access requests) 
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If a member of the College Personnel receives a request from an individual to access or to receive a copy of 

their Personal Data, the following procedure will be followed: 

 

the College Personnel must forward the request to the Data Protection Officer immediately. Requests do not 

need to be in writing or refer to data protection legislation. All requests must be recorded by the Data 

Protection Officer upon receipt. 

 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.9), and monitor progress and ensure timely completion  

 

• the Data Protection Officer will promptly assess whether proof of identity or further clarification is 

required and will request this without undue delay; 

 

• the response period may be paused until the requested information has been received, where 

permitted under Data Protection Law; 

 

• once the further information has been received and/or the College is satisfied that it knows what 

has been asked for, the College will begin locating the individual’s Personal Data; 

 

• depending on who the individual is, this may involve locating staff files, student files, information 

on parents, notes, minutes, correspondence and other relevant documents containing Personal 

Data either on the College’s information systems, or in the College’s structured paper filing 

systems. The Data Protection Officer will let College Personnel know what searches they need to 

carry out; 

 

• once the College has located all the Personal Data of the individual, the Data Protection Officer will 

review it and decide whether any of the Personal Data does not need to be disclosed as there are 

exemptions which may apply; 

 

• the Data Protection Officer will ensure that any Personal Data relating to third parties is 

appropriately reviewed and redacted where disclosure would adversely affect the rights and 

freedoms of others; 

 

• once the College has decided what the College is going to provide to the individual, the College will 

respond providing copies of the Personal Data, which, if the request is made electronically, shall be 

provided in a commonly used electronic form; and 

 

• if the College requires additional time, the individual will be informed within the initial one-month 

period, including the reasons for the delay and the expected timeframe for response. 

 

Right to rectification 

 

If a member of the College Personnel receives a request from an individual to correct their Personal Data, 
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the following procedure will be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.9), and monitor progress and ensure timely completion  

 

• the College will then locate the Personal Data concerned and verify whether it is incorrect or 

incomplete and will correct it or complete it as soon as possible; 

 

• the College will ascertain whether the College has disclosed the incorrect Personal Data to any third 

parties and, if so, the College will contact those third parties as soon as possible to tell them to 

correct the Personal Data; 

 

• the Data Protection Officer will decide whether the College needs to keep a copy of the original 

Personal Data for evidence reasons or otherwise; and 

 

• the College will confirm to the individual in writing within one month of the date of their request 

that the College has complied with the request. 

 

Right to erasure (right to be forgotten) 

 

If a member of the College Personnel receives a request from an individual to delete their Personal Data, 

the following procedure will be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will log the date the request was received, the deadline to respond 

(normally one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.9), and monitor progress and ensure timely completion  

 

• the Data Protection Officer will reach a decision as to whether the right to be forgotten applies; 

 

• if the right to be forgotten does apply, the Data Protection Officer will decide whether the College 

is required to keep any parts of the Personal Data for evidence reasons and, if so, this Personal 

Data will be excluded from the request; 

 

• the College will then securely delete all the Personal Data about that individual that the College has 

which is not excluded. This will include securely shredding all hard copy documents and ensuring 

that computer records are securely deleted from the College’s information systems in line with the 

processes detailed in the College’s Data Retention Policy; 
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• the College will ascertain whether it has disclosed the deleted Personal Data to any third parties 

and, if so, the College will contact those third parties as soon as possible to tell them to delete the 

Personal Data; and 

 

• the College will confirm to the individual in writing within one month of the date of their request 

that the College has complied with the request. 

 

Right to restrict processing 

 

If a member of the College Personnel receives a request from an individual to restrict the College’s use of 

their Personal Data, the following procedure will be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.9), and monitor progress and ensure timely completion  

• the Data Protection Officer will reach a decision as to whether the right to restrict processing 

applies; 

 

• if the right to restrict processing does apply, the College will action the request as soon as possible 

and ensure that the College no longer uses the individual’s Personal Data in the way they have 

objected to. This may include moving documents to folders where they can no longer be accessed, 

removing details from files and locking paper files away; 

 

• the College will ascertain whether the College has disclosed the Personal Data to any third parties 

and, if so, the College will contact those third parties as soon as possible to tell them to stop using 

the Personal Data in the restricted way; and 

 

• the College will confirm to the individual in writing within one month of the date of their request 

that the College has complied with the request. 

 

Right to data portability 

 

If a member of the College Personnel receives a request from an individual to provide a copy of their 

Personal Data in a structured, commonly-used and machine-readable format, the following procedure will 

be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.9), and monitor progress and ensure timely completion  
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• the Data Protection Officer will reach a decision as to whether the right to data portability applies 

and to which subset of the individual’s Personal Data it applies; and 

 

• if the right to data portability does apply, the College will action the request as soon as possible. 

This will include creating an electronic copy of the individual’s Personal Data which can be 

transferred to another organisation if the individual asks the College to. 

 

Right to object 

 

If a member of the College Personnel receives an objection from an individual to the College’s processing of 

their Personal Data, the following procedure will be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4), and monitor progress and ensure timely completion  

 

• the Data Protection Officer will reach a decision as to whether the right to object applies; 

 

• if the right to object does apply, the College will action the request as soon as possible. This may 

include suppressing the individual from the College’s direct marketing lists, or stopping the 

processing of Personal Data that has been objected to; and 

 

• the College will write to the individual within one month of the date of their request to tell them 

either that the College has complied with, or intends to comply with, their request or that the 

College has not complied and the reasons why the College has not complied. 

 

Rights in relation to automated decision making 

 

If a member of the College Personnel receives an objection from an individual to an automated decision 

that the College has made about the individual which produces legal effects concerning them or similarly 

significantly affects them, the following procedure will be followed: 

 

• the College Personnel must forward or report the request to the Data Protection Officer as soon as 

they receive it; 

 

• the Data Protection Officer will diarise the date the request was received, the deadline to respond 

(ordinarily one month from the date of receipt but an extension may be possible in certain 

circumstances as set out in paragraph 4.8.3), and monitor progress and ensure timely completion  

 

• the Data Protection Officer will reach a decision as to whether the right to intervene in the 

automated decision-making applies; 
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• if the right to intervene does apply, the College will action the request as soon as possible. This will 

involve reviewing the automated decision-making process, reviewing the decision that was made, 

having a College Personnel consider whether the decision needs to be retaken and allowing the 

individual to give their view on the decision; and 

 

• the College will write to the individual within one month of the date of their request to tell them 

what the outcome of the College’s review is. 

 

Automated decision making happens where the College makes a decision about an individual solely by 

automated means without any human involvement; and 

 

Profiling happens where the College automatically uses Personal Data to evaluate certain things about an 

individual. 

 

Are there any requests the College does not have to respond to? 

 

If the request the College receives from an individual is obviously unfounded or excessive then the College 

may either: 

 

• refuse to action the request; or 

 

• charge a reasonable fee taking into consideration the College’s administrative costs of providing 

the information or taking the action requested. 

 

Any decisions in relation to not actioning the request or charging a fee shall be made by the Data Protection 

Officer. 

 

All requests set out above must be responded to within one month unless the request is complex in which 

case the period may be extended up to a further two months. Any decision in relation to whether the 

request is complex is to be made by the Data Protection Officer who shall inform the individual making the 

request of the extension. Any notification of the extension to the individual shall be made within the initial 

one-month period and shall give reasons for the delay. 

 

If the College is not going to action the request made by an individual, the Data Protection Officer shall 

communicate this to them within one month of receipt of the request. The communication shall include 

details of the College’s reasons for not actioning the request and the ability of the individual to make a 

complaint to the ICO. 

 

Limitations and exemptions 

The College will consider whether any exemptions or restrictions apply to a request, including those 

relating to safeguarding, legal privilege, the prevention or detection of crime, or the protection of the 

rights and freedoms of others. 
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Legal Advice 

The Data Protection Officer may seek specialist legal advice where required, particularly in cases involving 

complex requests, high-risk processing, or where exemptions may apply. 

 



27  

 

APPENDIX C 

Luton Sixth Form College Data Breach Notification Policy 
 

1. OVERVIEW 
 

The College’s reputation and future growth are dependent on the way the College manages and protects 

Personal Data. As an organisation that collects and uses Personal Data, the College takes seriously its 

obligations to keep that Personal Data secure and to deal with security breaches relating to Personal Data 

when they arise. The College’s key concern in relation to any breach affecting Personal Data is to contain 

the breach and take appropriate action to minimise, as far as possible, any adverse impact on any individual 

affected. The College has therefore implemented this Policy to ensure all College Personnel are aware of 

what a Personal Data Breach is and how they should deal with it if it arises. 

 

This Policy is available on the College website and intranet and may be updated from time to time. This 

Policy does not form part of any College Personnel’s contract of employment and the College reserves the 

right to change this Policy at any time. All College Personnel are obliged to comply with this Policy at all 

times. 
 

2. ABOUT THIS POLICY 
 

This Policy explains how the College complies with its obligations to recognise and deal with Personal Data 

breaches and (where necessary) to notify the ICO and the affected individuals. The College has a 

corresponding Data Breach Notification Procedure and Data Breach Register that set out how the College 

deals with and records Personal Data breaches. 

 

3. SCOPE 
 

This Policy applies to all College Personnel who collect and/or use Personal Data relating to individuals. 

It applies to all Personal Data stored electronically, in paper form, or otherwise. 

 
 

4. WHAT IS A PERSONAL DATA BREACH 
 

The College takes information security very seriously and the College has security measures against 

unlawful or unauthorised processing of Personal Data and against the accidental loss of, or damage to, 

Personal Data. The College has in place procedures and technologies to maintain the security of all 

Personal Data from the point of collection to the point of destruction. 

 

A Personal Data breach is any breach of security leading to the accidental or unlawful destruction, loss, 

alteration, unauthorised disclosure of, or access to, Personal Data. Personal Data breaches may be caused 

by third parties or by internal error or actions. 

 

A Personal Data breach could include any of the following: 



28  

 

• loss or theft of Personal Data or equipment that stores Personal Data; 

 

• loss or theft of Personal Data or equipment that stores the College’s Personal Data from a College 

supplier; 

 

• inappropriate access controls meaning unauthorised College Personnel can access Personal Data; 

 

• any other unauthorised use of or access to Personal Data; 

 

• deleting Personal Data in error; 

 

• human error (which could be as simple as putting a letter in the wrong envelope or leaving a 

phone or laptop containing Personal Data on a train); 

 

• hacking attack; 

 

• infection by ransomware or any other intrusion on the College’s systems or network;  

 

• social engineering or other deceptive attempts to obtain Personal Data without authorisation; or   

 

• destruction or damage to the integrity or accuracy of Personal Data. 

 

A Personal Data breach can also include: 

 

• equipment or system failure that causes Personal Data to be temporarily unavailable; 

 

• unforeseen circumstances such as a fire, flood or power failure that causes Personal Data to be 

temporarily unavailable; 

 

• inability to restore access to Personal Data, either on a temporary or permanent basis; or 

 

• loss of a decryption key where Personal Data has been encrypted because this means the College 

cannot restore access to the Personal Data. 
 

5. REPORTING A PERSONAL DATA BREACH 
 

College Personnel must immediately report any actual or suspected Personal Data breach to the Data 

Protection Officer, regardless of size or perceived severity. Prompt reporting enables the College to 

contain the breach, assess the level of risk, and take appropriate action to minimise harm to affected 

individuals and to the College.   

 

If College Personnel discover a Personal Data breach outside working hours, College Personnel must 

notify it to the College’s Data Protection Officer as soon as possible. 
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College Personnel may be notified by a third party (e.g. a supplier that processes Personal Data on the 

College’s behalf) that they have had a breach that affects College Personal Data. College Personnel must 

notify this breach to the College’s Data Protection Officer and the College’s Data Breach Notification 

Procedure shall apply to the breach. 

 
The College will maintain a Data Breach Register recording all Personal Data breaches, decisions made, 

actions taken, and outcomes, in order to demonstrate compliance with Data Protection Laws. 
 

6. MANAGING A PERSONAL DATA BREACH 
 

There are four elements to managing a Personal Data breach or a potential one and this Policy considers 

each of these elements: 

 

• Containment and recovery 

 

• Assessment of on-going risk 

 

• Notification 

 

• Evaluation and response 

 

The Data Protection Officer may seek specialist legal advice where necessary, particularly in cases 

involving high risk, complex incidents, or potential regulatory notification.   
 

7. CONTAINMENT AND RECOVERY 
 

An initial assessment of the Personal Data breach will be carried out by the Data Protection Officer. Where 

appropriate, the Data Protection Officer will consult with the Senior Information Risk Owner (SIRO) and 

relevant managers to assess the seriousness of the breach and determine whether escalation is required.   

 

If the Personal Data breach is assessed as unlikely to result in a risk to the rights and freedoms of 

individuals, it will be recorded in the Data Breach Register and no further action may be required beyond 

any proportionate remedial steps identified.   

 

If the Personal Data breach may impact on the rights and freedoms of the individuals affected then the 

College will put together and implement a bespoke Personal Data breach plan to address the breach 

concerned in accordance with the College’s Data Breach Notification Procedure. This will include 

consideration of: 

 

• whether there are any other people within the College who should be informed of the breach, 

such as IT team members, to ensure that the breach is contained; 

 

• what steps can be taken to contain the breach, recover the loss of any Personal Data or to prevent 

damage being caused; and 
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• whether it is necessary to contact other third parties such as students, parents, banks, the ICO or 

the police particularly in the case of stolen Personal Data. All notifications shall be made by the 

Data Protection Officer. 

 

All actions taken in relation to a Personal Data breach will be in accordance with the Data Breach 

Notification Procedure which is maintained and administered by the Data Protection Officer. 

 

The Data Protection Officer is responsible for ensuring that the Data Breach Register is updated. 
 

8. ASSESSMENT OF ONGOING RISK 
 

As part of the College’s response to a Personal Data breach, once the breach has been contained, the 

College will assess the ongoing risk to individuals, the College, and any other affected parties, and identify 

any remedial action needed to minimise the impact of the breach. This assessment will take account of 

factors such as the nature and sensitivity of the Personal Data, the volume of data involved, the ease of 

identifying individuals, and the likely consequences of the breach. This will be undertaken in accordance 

with the College’s Data Breach Notification Procedure. 
 

9. NOTIFICATION 
 

Under Data Protection Laws, the College may have to notify the ICO and also possibly the individuals 

affected about the Personal Data breach. 

 

Any notification will be made by the Data Protection Officer following the College’s Data Breach 

Notification Procedure and in accordance with ICO requirements. The decision to notify the ICO and/or 

affected individuals will be made by the Data Protection Officer, in consultation with the SIRO where 

appropriate.   

 

Notification of a Personal Data breach must be made to the ICO without undue delay and where feasible 

within 72 HOURS of when the College becomes aware of the breach unless it is unlikely to result in a risk 

to the rights and freedoms of individuals. It is therefore imperative that College Personnel notify all 

Personal Data breaches to the College in accordance with the Data Breach Notification Procedure 

immediately. 

 

Notification of a Personal Data breach must be made to the individuals affected without undue delay 

where the breach is likely to result in a high risk to the rights and freedoms of individuals. 

Please note that not all Personal Data breaches are notifiable to the ICO and/or the individuals affected 

and the College will decide whether to notify and who to notify in accordance with the Data Breach 

Notification Procedure. 

 

Where a Personal Data breach relates to a temporary loss of availability of the College’s systems, the 

College will assess on a case-by-case basis whether the incident is likely to result in a risk to the rights and 

freedoms of individuals and whether notification is required in accordance with the Data Breach 

Notification Procedure.   
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In the case of complex breaches, the College may need to carry out in-depth investigations. In these 

circumstances, the College will notify the ICO with the information that it has within 72 hours of 

awareness and will notify additional information in phases. Any delay in notifying the ICO must be seen as 

exceptional and shall be authorised in accordance with the Data Breach Notification Procedure. 

 

Where a Personal Data breach has been notified to the ICO, any changes in circumstances or any relevant 

additional information which is discovered in relation to the Personal Data breach shall also be notified 

to the ICO in accordance with the Data Breach Notification Procedure. 

 

When the College notifies the affected individuals, it will do so in clear and plain language and in a 

transparent way. Any notifications to individuals affected will be done in accordance with the Data Breach 

Notification Procedure. Any notification to an individual should include details of the action the College 

has taken in relation to containing the breach and protecting the individual. It should also give any advice 

about what they can do to protect themselves from adverse consequences arising from the breach. 

 

The College may not be required to notify the affected individuals in certain circumstances as exemptions 

apply. Any decision whether to notify the individuals shall be done in accordance with the Data Breach 

Notification Procedure and shall be made by the Data Protection Officer. 

 
The College will document all decisions relating to notification, including decisions not to notify the ICO 

or affected individuals, and retain this information in the Data Breach Register. 
 

10. EVALUATION AND RESPONSE 
 

It is important not only to investigate the causes of the breach but to document the breach and evaluate 

the effectiveness of the College’s response to it and the remedial action taken. 

 

Following any Personal Data breach, the College will review the causes of the breach, the effectiveness 

of its response, and whether any additional actions are required. This review will be carried out in 

accordance with the Data Breach Notification Procedure and recorded in the Data Breach Register.  

 

Any remedial action identified following a Personal Data breach, including changes to systems, policies, 

procedures, training, or technical controls, will be implemented in accordance with the Data Breach 

Notification Procedure in order to reduce the risk of recurrence.  

 
 Significant Personal Data breaches, breach trends, and lessons learned will be reported to senior 

leadership and, where appropriate, to the Audit Committee to provide assurance and support ongoing 

improvement in the College’s data protection practices. 
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APPENDIX D 

 

Luton Sixth Form College Data Breach Notification Procedure 

Where there is a Personal Data breach within the College, it may be a legal requirement to notify the 

Information Commissioner’s Office (ICO) within 72 hours and, in certain circumstances, to notify affected 

individuals without undue delay. It is therefore essential that all actual or suspected Personal Data 

breaches, no matter how big or small, are reported to the College immediately. 

 

This Procedure should be read in conjunction with the College’s Data Breach Notification Policy and Data 

Protection Policy. The Data Breach Notification Policy explains what constitutes a Personal Data breach and 

the College’s approach to managing and reporting such incidents. Please ensure that you are familiar with 

it. 

 

This Procedure must be followed by all College Personnel. The Data Protection Officer may seek specialist 

legal advice where necessary, particularly in cases involving high risk, complex incidents, or potential 

regulatory notification. This Procedure also applies where the College is notified by a third party processing 

Personal Data on its behalf that a breach has occurred affecting the College’s Personal Data. 

 

The procedure is set out below. Failure to follow this procedure may result in disciplinary action. 
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IDENTIFYING AND REPORTING A DATA BREACH 

If you become aware of an actual or suspected Personal Data breach, however minor it may 

appear, you must report it to the Data Protection Officer immediately using the Data Breach 

Incident Report template available on the Intranet. Any questions about the operation of this 

Procedure, or concerns that it has not been followed, should be referred in the first instance to 

the Data Protection Officer. 

A Personal Data breach may be as simple as putting a letter in the wrong envelope, sending an 

email to the wrong recipient, or losing a device containing Personal Data. Even if the incident turns 

out not to be a reportable breach, it must still be reported so that it can be assessed, recorded, 

and used to improve the College’s controls and response. 

The Data Protection Officer maintains a Data Breach Register recording all actual and suspected 

Personal Data breaches, the decisions made, the actions taken, and the outcome. Staff should 

therefore report any incident, even if they are unsure whether it constitutes a Personal Data 

breach. 

 

 

 

 

 

 

 

BECOMING AWARE OF A DATA BREACH – INVESTIGATING 

The College will be regarded as having become aware of a Personal Data breach when it has a 

reasonable degree of certainty that a security incident has occurred which has led to Personal 

Data being compromised. From that point, the timeframe for assessing whether notification to 

the ICO is required begins. 

When a breach is reported, the Data Protection Officer will promptly investigate the 

circumstances to determine whether a Personal Data breach has occurred, what Personal Data is 

affected, and whether any immediate containment steps are required. 

This initial investigation should normally be carried out as soon as possible and, where practicable, 

within one working day of the breach being reported. 

 

 
  

https://lutonsfc.sharepoint.com/:w:/r/_layouts/15/Doc.aspx?sourcedoc=%7B537419BA-37A0-4C18-8493-1FACA2D62CC0%7D&file=Data%20Breach%20Incident%20Report%20Template.docx&action=default&mobileredirect=true
https://lutonsfc.sharepoint.com/:w:/r/_layouts/15/Doc.aspx?sourcedoc=%7B537419BA-37A0-4C18-8493-1FACA2D62CC0%7D&file=Data%20Breach%20Incident%20Report%20Template.docx&action=default&mobileredirect=true
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ASSESSING A DATA BREACH 

Once the Data Protection Officer has determined that a Personal Data breach has occurred, the 

breach will be recorded in the Data Breach Register and an initial risk assessment will be carried 

out. This assessment will consider, among other things, the nature and sensitivity of the Personal 

Data involved, the volume of data affected, the number of individuals impacted, the ease with 

which individuals could be identified, and the likely consequences for those individuals. 

The Data Protection Officer will notify relevant managers as appropriate and, where necessary, 

establish a response team, which may include representatives from IT, HR, safeguarding, 

communications, or other relevant areas. Responsibilities for actions arising from the breach will 

be allocated as required. 

If the breach is serious, the Data Protection Officer will consider with senior management whether 

additional escalation is required, including consultation with the Senior Information Risk Owner 

(SIRO), external legal advice, or specialist communications support. 

This assessment should normally be carried out as soon as possible and, where practicable, within 

one working day of the College becoming aware of the breach. 

 

FORMULATING A RECOVERY PLAN 

The Data Protection Officer and, where appropriate, senior leaders will identify and coordinate 

the steps needed to contain the breach and reduce the risk to individuals and to the College. This 

may include recovering lost data or equipment, disabling access, changing passwords, suspending 

systems, correcting errors, or taking other remedial action. 

Where necessary, relevant staff may be interviewed to establish how the breach occurred, what 

action has already been taken, and what further steps are required. 

A recovery plan should be developed and implemented as soon as possible following the initial 

assessment. This will be done within one working day of assessing the breach. 
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NOTIFYING A DATA BREACH TO THE ICO 

Unless the breach is unlikely to result in a risk to the rights and freedoms of individuals, the College 

must notify the ICO without undue delay and, where feasible, within 72 hours of becoming aware 

of the breach. 

The decision whether to notify the ICO will be made by the Data Protection Officer, in consultation 

with the SIRO where appropriate, following the College’s Data Breach Notification Policy and 

Procedure. 

Any notification to the ICO will be prepared and submitted by the Data Protection Officer. Staff 

must not notify the ICO or any external party themselves unless expressly authorised to do so. 

Where all relevant information is not available within 72 hours, the College will submit an initial 

notification within that period and provide further information in phases as it becomes available. 

 
 

 
 
 
 
 
 

NOTIFYING A DATA BREACH TO INDIVIDUALS 

The College must notify affected individuals without undue delay where the Personal Data breach 

is likely to result in a high risk to their rights and freedoms. 

The decision whether to notify affected individuals will be made by the Data Protection Officer in 

accordance with the College’s Data Breach Notification Policy and Procedure. 

Any notification will be prepared by the Data Protection Officer and communicated in clear and 

plain language, using an appropriate method such as email, letter, telephone, or text message. 

The notification should explain the nature of the breach, the steps the College has taken, and any 

actions the individual can take to protect themselves. 

Staff must not notify affected individuals themselves unless expressly authorised to do so. 

In some circumstances, the College may not be required to notify affected individuals. This 

decision will be made by the Data Protection Officer and documented in the Data Breach Register. 
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NOTIFYING A DATA BREACH TO OTHER RELEVANT THIRD PARTIES 

The College may also determine that it is necessary to notify other third parties depending on the 

nature and impact of the breach. This may include insurers, the police, employees, parents or 

guardians, banks, awarding bodies, funding bodies, contract counterparties, or other relevant 

organisations. 

The decision whether any third parties should be notified, and the content and method of such 

notification, will be made by the Data Protection Officer in consultation with relevant managers. 

Any such notifications should be made as soon as reasonably practicable, taking into account the 

urgency and nature of the incident. 

 
 

 

 

 

 

 

 

 

CONSIDER WHETHER NOTIFICATIONS NEED TO BE UPDATED 

The College must keep notifications under review. If there is any material change in the facts, 

impact, risk assessment, or remedial action following an initial notification to the ICO or to affected 

individuals, the Data Protection Officer will consider whether an updated notification is required. 

This will be considered on an ongoing basis until the breach is closed. 

 

 

 

 

 

 

 

 
 

EVALUATION AND RESPONSE 

The College will review each Personal Data breach to identify the root cause, assess the 

effectiveness of its response, and determine whether any further action is needed to reduce the 

risk of recurrence. 

This may include changes to systems, policies, procedures, training, contracts, or technical and 

organisational controls. The outcome of this review, together with the actions taken, will be 

documented in the Data Breach Register. 

Significant breaches, breach trends, and lessons learned may also be reported to senior leadership 

and, where appropriate, to the Audit Committee to support ongoing improvement in the College’s 

data protection practices. 
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APPENDIX E 

Luton Sixth Form College Data Retention Policy 

 

1. POLICY 
 

Luton Sixth Form College (the "College") must, in respect of its processing of Personal Data, comply with 

the UK GDPR, the Data Protection Act 2018, and any legislation that updates or replaces them, including 

the Data (Use and Access) Act 2025, together with applicable guidance issued by the Information 

Commissioner’s Office (together, "Data Protection Laws").   

 

This Retention Policy should be read in conjunction with the College’s Data Protection Policy and the College’s Data 

Retention Schedule, which together set out the College’s overall approach to the lawful retention, review, and secure 

disposal of Personal Data.   

 

The College must not keep Personal Data for longer than is necessary for the purposes for which it is 

processed. Once Personal Data is no longer required, it must be securely deleted, destroyed, anonymised, 

or otherwise disposed of in accordance with the College’s retention schedules . The College recognises 

that effective retention and disposal practices reduce risk, support compliance, and maintain confidence 

in the College.   

 

This Policy applies to all College employees, consultants, contractors and temporary personnel hired to 

work on behalf of the College ("College Personnel"). 

 

All College Personnel with access to Personal Data must comply with this Retention Policy. 

 

All College Personnel must comply with this Retention Policy at all times. Any queries about retention 

periods, disposal, or exceptions to the College’s retention schedules should be referred to the Data 

Protection Officer. Any breach of this Retention Policy may be treated seriously and may result in 

disciplinary action.   

 

This Policy is available on the College website and intranet and may be updated from time to time. It does 

not form part of any contract of employment and the College reserves the right to amend it as necessary. 

All College Personnel are required to comply with it at all times.   

 

2. ABOUT THIS POLICY 
 

This Retention Policy explains how the College complies with its legal obligation not to keep Personal Data 

for longer than is necessary and how it determines, reviews, and applies retention periods for different 

categories of Personal Data. It also explains the College’s approach to the secure deletion, destruction, 

anonymisation, or other disposal of Personal Data once it is no longer required. In particular, it sets out 

the College’s approach to the retention of Special Category Personal Data and any other Personal Data 

requiring enhanced protection. 
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3. DATA RETENTION PERIODS 
 

The College has assessed the types of Personal Data it holds, the purposes for which it is processed, and 

any legal, regulatory, operational, or safeguarding requirements that affect how long it should be 

retained. The College’s Data Retention Schedules set out the standard retention periods for the 

different categories of Personal Data held across the College and the basis on which those periods have 

been determined.   

 

If any member of College Personnel considers that a particular category of Personal Data needs to be 

retained for longer or shorter than the period set out in the College’s Data Retention Schedules, they 

must refer the matter to the Data Protection Officer for advice before any action is taken. Any approved 

exception must be documented together with the reason for the decision.   

 

The College will periodically review the Personal Data it holds and will securely delete, destroy, 

anonymise, or otherwise dispose of Personal Data that is no longer required. Retention periods may 

be extended where necessary to comply with a legal obligation, to establish, exercise or defend legal 

claims, to support safeguarding or investigations, or for archiving, research, or statistical purposes 

where appropriate safeguards apply. 

 

Where Personal Data is held by third-party processors on behalf of the College, the College will 

ensure through appropriate contractual arrangements that retention and deletion requirements are 

applied in accordance with the College’s instructions and Data Protection Laws.  

 

Secure disposal methods must be appropriate to the format and sensitivity of the Personal Data and 

may include confidential shredding, secure deletion from electronic systems, destruction of storage 

media, or anonymisation where identification is no longer necessary. 

 

4. CHANGES TO THIS POLICY 
 

The College reserves the right to change this Policy at any time. This Policy will also be reviewed 

periodically, and sooner where required to reflect changes in legislation, regulatory guidance, College 

practices, or the College’s Data Retention Schedules.  
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APPENDIX F 

 

Luton Sixth Form College Data Retention Schedule 
 

1. PURPOSE 
 
This schedule applies to all records held by or on behalf of the College. It should be read alongside the College’s 

Data Retention Policy, Data Protection Policy and any relevant departmental procedures. Retention periods 

are based on legal, regulatory, operational, safeguarding and business requirements and must be reviewed 

regularly to ensure they remain appropriate. 

 

2. STANDARD NOTES FOR USE WITH THE SCHEDULE 
 
Scope: This schedule applies to records held by or on behalf of the College in paper, electronic, audio, visual 

or any other format. 

Review: The schedule should be reviewed at least annually, and sooner where legislation, ICO guidance, 

College processes or business needs change. 

Schedule owner: Head of Governance and Data Protection / Data Protection Officer (or other role designated 

by the College). 

Disposal: At the end of the retention period, records must be securely deleted, confidentially destroyed, 

anonymised, as appropriate. 

Exceptions / legal hold: Disposal must be suspended where records are required for litigation, investigation, 

audit, complaint handling, safeguarding review, insurance claim or other legal/regulatory purposes. 

Definitions: “Permanent as part of the College’s archive” means retained permanently as part of the College’s 

institutional archive. “Life of the institution” means retained for as long as the College exists, unless earlier 

transfer to archive or lawful disposal is authorised. 
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Data Retention Schedule 
 

Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

Governance Original signed Board 
/ Committee minutes 

Permanent as part of 
the College’s archive 

Date of 
approval/signature 

Permanent corporate 
and governance 
record 

Archive permanently Head of Governance and 
Data Protection 

Governance Board papers 
(excluding signed 
minutes) 

6 years Date of meeting / 
paper 

Governance record, 
audit trail, reference 
period 

Secure deletion / 
confidential 
destruction unless 
selected for archive 

Head of Governance and 
Data Protection 

Governance Instrument and 
Articles of 
Government 

Life of the institution, 
then lawfully 
transferred to an 
archive or successor 
body 

Date approved / 
effective date 

Constitutional record Archive permanently Head of Governance and 
Data Protection 

Governance Committee Terms of 
Reference 

Life of the institution, 
then lawfully 
transferred to an 
archive or successor 
body 

Date superseded or 
withdrawn 

Governance 
framework and 
institutional history 

Archive permanently Head of Governance and 
Data Protection 

Governance Register of Interests 6 years End of term of office Transparency, 
conflicts 
management, audit 
and limitation period 

Secure deletion / 
confidential 
destruction 

Head of Governance and 
Data Protection 

Governance Board member details 6 years End of term of office Governance 
administration and 
limitation period 

Secure deletion / 
confidential 
destruction 

Head of Governance and 
Data Protection 

Governance Appointment and 
designation of senior 
post holders 

5 years End of appointment Governance and 
employment record 

Secure deletion / 
confidential 
destruction unless 
required for archive 

Head of Governance and 
Data Protection / 
Executive Director of 
People and Culture 
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Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

Finance Original signed 
financial statements 

Permanent as part of 
the College’s archive 

End of financial year Permanent corporate 
and financial record 

Archive permanently Executive Director of 
Finance and Operations 

Finance Financial auditor 
reports 

Permanent as part of 
the College’s archive 

Completion of audit Permanent audit and 
assurance record 

Archive permanently Executive Director of 
Finance and Operations 

Audit Internal audit reports 
and action plans 

5 years Completion of audit Assurance, follow-up 
and evidence of 
remedial action 

Secure deletion / 
confidential 
destruction unless 
selected for archive 

Head of Governance and 
Data Protection / 
Executive Director of 
Finance and Operations 

Audit Funding audit reports Life of the institution, 
then lawfully 
transferred to an 
archive or successor 
body 

Completion of audit Funding assurance 
and institutional 
record 

Archive permanently Executive Director of 
Finance and Operations 

Legal Documents signed 
under seal 

12 years Expiry / completion of 
contract 

Limitation period for 
deeds 

Secure deletion / 
confidential 
destruction unless 
required for archive 

Head of Governance and 
Data Protection 

Legal Legal advice Life of the institution, 
then lawfully 
transferred to an 
archive or successor 
body 

Matter closure Legal risk, precedent, 
institutional memory, 
claims and regulatory 
issues 

Archive or secure 
deletion according to 
matter sensitivity and 
value 

Relevant instructed 
member of SLT 

Quality Self-assessment 
reports 

Life of the institution, 
then lawfully 
transferred to an 
archive or successor 
body 

Date approved Institutional record, 
quality assurance and 
inspection history 

Archive permanently Director of Curriculum  

Health and Safety Health and Safety 
Policy 

Permanent as part of 
the College’s archive 

Date superseded or 
withdrawn 

Corporate compliance 
record and policy 
history 

Archive permanently Executive Director of 
Finance and Operations 
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Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

Health and Safety Accident / incident 
reports 

Students - until the 
age of 25 

 
Staff / visitor - 6 years  

Date of incident Statutory compliance, 
claims and safety 
management 

Secure deletion / 
confidential 
destruction 

Executive Director of 
Finance and Operations 

Health and Safety Risk assessments 6 years Date superseded or 
activity ends 

Safety compliance and 
audit trail 

Secure deletion / 
confidential 
destruction 

Executive Director of 
Finance and Operations 

Student Records Core student record Current year plus 6 
academic years 

End of student’s final 
academic year at the 
College 

Educational record, 
complaints / claims 
period, operational 
need 

Secure deletion / 
confidential 
destruction 

Director of Quality 
Assurance and Impact 

Student Records Admissions and 
enrolment records 

2 years Decision / withdrawal 
/ non-enrolment 

Admissions 
administration, 
challenge period and 
audit trail 

Secure deletion / 
confidential 
destruction 

Director of Quality 
Assurance and Impact 

Student Records Assessment / 
examination records 

Until the student’s 
25th birthday 

Issue of result / 
certification / end of 
appeal period 

Awarding body, 
certification, appeals 
and queries 

Secure deletion / 
confidential 
destruction 

Director of Quality 
Assurance and Impact 

Student Records SEND / ALS records Until the student’s 
25th birthday 

End of support / end 
of study 

Support provision, 
compliance and audit 
trail 

Secure deletion / 
confidential 
destruction 

Director of Inclusion, 
Safeguarding and Careers 

Student Records Behaviour / welfare / 
pastoral records 

Until the student’s 
25th birthday 

End of student’s final 
academic year or case 
closure 

Student support, 
conduct management 
and complaints 
history 

Secure deletion / 
confidential 
destruction 

Director of Inclusion, 
Safeguarding and Careers 

Student Records Bursary / hardship / 
financial support 
records 

Current year plus 6 
academic years 

End of award / 
financial year 

Funding evidence and 
audit trail 

Secure deletion / 
confidential 
destruction 

Director of Student 
Experience and Culture 

Safeguarding Safeguarding records 25 years from date of 
birth  

Student’s date of birth Safeguarding, 
protection of children 
/ young people, 

Secure deletion / 
confidential 
destruction unless 

Director of Inclusion, 
Safeguarding and Careers 
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Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

complaints and case 
history 

subject to legal hold 
or archive decision 

Staff Records Personnel file 6 years End of employment Employment claims 
limitation period and 
HR administration 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records Recruitment records – 
successful candidates 

6 years End of employment Recruitment audit trail 
and HR administration 

Transfer relevant 
records to personnel 
file; dispose of 
remainder securely 

Executive Director of 
People and Culture 

Staff Records Recruitment records – 
unsuccessful 
candidates 

1 year 

(Sensitive documents 
e.g. identify/right to 
work evidence 1 
month) 

Conclusion of 
recruitment exercise 

Recruitment challenge 
period and equality 
monitoring 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records Payroll and tax 
records 

75 years From staff member’s 
data of birth  

Statutory payroll / tax 
compliance 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records Occupational health / 
sickness records 

6 years End of employment or 
case closure 

Employment, health 
management and 
claims  

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records DBS Certificate 6 months Start of employment Safer recruitment and 
safeguarding 
compliance 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records DBS disclosure details 6 years End of employment Safer recruitment and 
safeguarding 
compliance 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 

Staff Records Single Centre Record   6 months End of employment Safer recruitment and 
safeguarding 
compliance 

Secure deletion / 
confidential 
destruction 

Executive Director of 
People and Culture 
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Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

Complaints and 
Requests 

General complaints 
records 

5 years (10 years if 
student safeguarding 
related) 

Complaint closure Complaints handling, 
service improvement 
and audit trail 

Secure deletion / 
confidential 
destruction 

Executive Assistant to the 
Principal / CEO 

Complaints and 
Requests 

Data protection 
complaints records 

5 years 

 

Complaint closure DUAA / UK GDPR 
complaints handling 
compliance and audit 
trail 

Secure deletion / 
confidential 
destruction 

Head of Governance and 
Data Protection 

Complaints and 
Requests 

Subject access request 
(SAR) records 

6 years  Closure of request Rights handling, 
complaint / challenge 
evidence and 
accountability 

Secure deletion / 
confidential 
destruction 

Head of Governance and 
Data Protection 

Complaints and 
Requests 

Freedom of 
Information (FOI) 
request records 

6 years Closure of request FOI compliance and 
audit trail 

Secure deletion / 
confidential 
destruction 

Head of Governance and 
Data Protection 

Data Protection 
Governance 

Record of Processing 
Activities (ROPA) 

Permanent as part of 
the College’s archive 

Superseded / obsolete 
version 

Accountability and 
compliance evidence 

Archive or secure 
deletion according to 
version control rules 

Head of Governance and 
Data Protection 

Data Protection 
Governance 

DPIAs / privacy risk 
assessments 

6 years Project closure / 
superseded 
assessment 

Accountability, risk 
management and 
audit evidence 

Archive or secure 
deletion according to 
relevance 

Head of Governance and 
Data Protection 

Data Protection 
Governance 

Data sharing 
agreements / 
processor due 
diligence 

6 years End of agreement / 
relationship 

Accountability, 
contracts and audit 
evidence 

Secure deletion / 
confidential 
destruction unless 
needed for disputes 

Head of Governance and 
Data Protection / 
Relevant SLT Lead 

Data Protection 
Governance 

Data breach register 
and breach records 

6 years Closure of incident Accountability, 
learning, complaint 
and regulatory 
evidence 

Secure deletion / 
confidential 
destruction unless 
selected for trend / 
archive record 

Head of Governance and 
Data Protection 
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Category Record Type Retention Period Retention Trigger Reason / Legal or 
Business Justification 

Disposal Action SLT Owner / Responsible 

IT / Security CCTV footage 30 days Date of recording Security, incident 
investigation and 
crime prevention 

Automated deletion / 
secure deletion 

Director of Inclusion, 
Safeguarding and Careers 

IT / Security System / access logs 5 years Date of log entry Security monitoring, 
troubleshooting and 
audit 

Secure deletion Executive Director of 
Finance and Operations 

IT / Security Visitor / access control 
logs 

12 months Date of visit / access 
event 

Security and 
safeguarding 

Secure deletion / 
confidential 
destruction 

Director of Quality 
Assurance and Impact 

Internal Meetings Strategic / formal 
decision-making 
meeting records 

10 years Date approved / 
superseded 

Institutional memory, 
strategic decision-
making, assurance 

Archive or secure 
deletion according to 
classification 

Relevant SLT Lead 

Internal Meetings Routine operational 
meeting notes 

2 years Date of meeting Operational 
management only 

Secure deletion / 
confidential 
destruction 

Relevant SLT Lead 
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Appendix G 
 

Data Protection Complaints Policy and Procedure 
 

1. Purpose 
This policy sets out how Luton Sixth Form College manages complaints relating to the handling of 

personal data, ensuring compliance with: 

• UK General Data Protection Regulation (UK GDPR) 

• Data Protection Act 2018 

• Applicable sector guidance and regulatory expectations 

• The Data Use and Access Act (DUAA) 

The College is committed to addressing concerns promptly, fairly, and transparently. 

 

2. Scope 
This policy applies to: 

• All students, staff, governors, contractors, and applicants 

• Any individual whose personal data is processed by the College 

• Complaints relating to:  

o Collection, storage, or use of personal data 

o Data sharing or disclosure 

o Data security or breaches 

o Subject rights (e.g. access, rectification) 

o Automated decision-making or profiling 

o Access to data and digital services 

 

3. Definition of a Data Protection Complaint 
A data protection complaint is any expression of dissatisfaction relating to how the College: 

• Processes personal data 

• Meets its legal obligations 

• Responds to an individual’s data rights 

 

4. Principles 
The College will ensure that all complaints are: 

• Handled lawfully, fairly and confidentially 

• Resolved promptly and within defined timescales 

• Accessible and inclusive, including digital access options  

• Transparent, with clear communication throughout 

• Accountable, with documented outcomes and lessons learned 

 

5. Roles and Responsibilities 
Data Protection Officer (DPO) 

• Leads investigation of complaints 

• Advises on compliance and risk 

• Acts as primary contact for complainants 

• Maintains records of complaints 
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Senior Leadership Team (SLT) 

• Supports investigations 

• Ensures organisational learning 

• Investigates complaints relating to the Data Protection Officer, or appoints an alternative 

independent investigator where appropriate 

 

All Staff 

• Escalate complaints immediately upon receipt 

• Cooperate with investigations 

 

6. Complaints Process 
Stage 1: Informal Resolution 

• Individuals are encouraged to raise concerns directly with the relevant department or the DPO 

• The College will attempt to resolve the issue quickly and informally 

 

Timescale: 

• Response within 5 working days 

 

Stage 2: Formal Complaint 

If unresolved, the complainant may submit a formal complaint: 

 

Submission methods:  

• Email to the DPO, Louise Barden, at DataprotectionLSF@LutonSFC.ac.uk  

• Online form [add link to MS Form] 

• In writing to the DPO - Luton Sixth Form College, Bradgers Hill Road, Luton, LU2 7EW 

 

Required information: 

• Nature of complaint 

• Relevant dates and details 

• Desired outcome 

• Any supporting evidence, where available, to assist the investigation 

 

Stage 3: Acknowledgement 

• Complaint acknowledged within 5 working days 

• Complainant informed of:  

o Investigation process 

o Expected timescale 

o Contact point 

 

Stage 4: Investigation 

The DPO will: 

• Review relevant systems, records, and communications 

• Interview staff where required 

• Assess compliance with legislation and College policy 

 

Timescale: 

• Completed within 20 working days from the date of the formal complaint 

mailto:DataprotectionLSF@LutonSFC.ac.uk
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• Complex cases may be extended (with explanation) 

 

Stage 5: Outcome 

The College will issue a written response including: 

• Findings of the investigation 

• Decision (upheld, partially upheld, not upheld) 

• Any remedial actions 

• Rights to escalate 

 

Stage 6: Escalation 

If the complainant is dissatisfied with the outcome of the complaint, they may escalate to the 

Information Commissioner’s Office (ICO) www.ico.org.uk  

 

7. Data Breach-Related Complaints 
Where a complaint relates to a suspected data breach: 

• It will be assessed under the College’s Data Breach Procedure 

• Where required, the ICO will be notified within 72 hours 

• Individuals affected will be informed where there is a high risk 

 

8. Record Keeping 
The DPO will: 

• Maintain a central log of all complaints including 

o Date received  

o Complaint details 

o Nature of complaint 

o Evidence provided 

o Outcome 

o Completion date 

o Actions taken 

• Retain records in line with retention schedules 

 

9. Monitoring and Review 
• Complaints trends will be reviewed regularly 

• Lessons learned will inform:  

o Policy updates 

o Staff training 

o Risk management 

• This policy will be reviewed every three years or when legislation changes. 

 

10. Equality and Accessibility 
The College will ensure: 

• Complaints processes are accessible to all 

• Digital accessibility of complaints processes 

• Reasonable adjustments are provided 

• Support is available for vulnerable individuals 

 

http://www.ico.org.uk/

