
  

ICT Student Acceptable Use policy  
College Position Statement  
Information Communication Technology (ICT) is a powerful and exciting resource which will support and 

enhance your learning. However, you must take responsibility for your use of ICT and make sure that such 

usage is safe, responsible and legal.  It is very important that you know how to protect 
yourself from the risks associated with radicalisation, extremism, forms of abuse, grooming 

and bullying. If you feel unsafe, or if you are harassed or intimidated by anyone, you must 

report it to a member of staff or the Safeguarding team via CONTACT US or the QR code. 

   

Access to computers and other ICT devices used by students whilst at college is a privilege not a right, 

and this access requires students to be responsible, including access to ICT provided by the College or 

personally owned by students. Some ways in which you can be responsible include:  

  

• Not forwarding inappropriate messages. Stop cyberbullying by reporting it   

• Blocking ‘friends’ who post negativity  

• Never give any personal information out about yourself (or anyone else) over the internet  

• Remembering that on the internet people can pretend to be who they are not  

• If you use social media, or online forums, use a different username than your own name or 

email address.  

• Be wary of ANYONE who wants to know personal information about you.  

  

No ICT device, whether College provided or personally owned, may be used for the bullying or 

harassment of others in any form.  

Computer, ICT and Internet Acceptable Use  

  

1. Students may use College computers to prepare assignments, research information and carry out 

other activities that support learning, provided they observe this AUP.   

  

2. College Email is provided to assist with your studies and to provide an effective communication 

between staff and students. Students may use their college email account to contact people 

outside the College. It is essential that your emails:  

▪ Use appropriate language  

▪ Do not contain defamatory or offensive material ▪  Do not contain any 

financial transaction data.  

  

3. You are responsible for the security of your network area and its contents, and you are also 

personally liable for any actions and communications taking place under your login. You must 

never give your password to others and must change your password immediately if you think that 

it has been compromised.  

  

4. Do not move or interfere with computer equipment unless directly instructed to do so by a 
member of staff.  

  

5. You may use cloud storage to transfer data to and from your own network area – you may only 

transfer data, not programs.  The use of USB flash drives (“Memory sticks”) may be restricted.  If 

you do use a USB flash drive, remember that they can be unreliable, so you are strongly advised 

to keep more than one copy of important work. You are advised to keep copies of all your files 

on your OneDrive and/or n: drive. Data stored on memory sticks is not under college control and 

may not be retrievable if deleted, lost or corrupted.  

  

https://forms.office.com/r/ktqVU3beCy


6. Students are advised that their network activity, including all online communications via the 

College network may be monitored. Logs of web browsing, and all emails are kept for six months. 

When unacceptable use is suspected, enhanced monitoring and procedures may come into 
action, including the power to check and/or confiscate personal ICT such as mobile phones.   

  

7. The rules above apply to ICT systems supplied by the College, also to personal devices connected 
to the College wireless network.  

 

Plagiarism and the use of AI in external coursework/non exam assessment 

 

AI tools like ChatGPT or Snapchat My AI can write text, make art and create music by learning from data 

from the internet, but watch out – they can also make things up and be biased.  AI misuse is when you 
take something made using AI and say it’s your own work.  Remember the following to keep within the 

rules: 

 

1. You’re not allowed to use AI tools when you’re in an exam 

2. Your teachers will tell you if you’re allowed to use AI tools when doing your coursework – the rules 

will depend on your qualification 

3. Even if you’re allowed to use AI tools, you can’t get marks for content just produced by AI – your 

marks come from showing your own understanding and producing your own work 

4. Reference reference reference! If you’re allowed to use AI tools, you must reference them clearly 

5. Name the AI tool you used 

6. Add the date you generated the content 
7. Explain how you used it 

8. Save a screenshot of the questions you asked and the answers you got 

9. Declare it’s all your own work – When you hand in your assessment, you will have to sign a 

declaration. Anything without a reference must be all your own work. If you’ve used an AI tool, don’t 

sign the declaration until you’re sure you’ve added all the references 

 

REMEMBER if you’ve misused AI, you could lose your marks for the assessment – you could even be 

disqualified from the subject. Know the rules Talk to your teachers Reference clearly 

  

The following are not permitted within the College environment (this extends beyond the College 

premises to include remote access to the College network):  

  

▪ Sending or displaying defamatory or offensive messages or pictures  

▪ Harassing, insulting or attacking others  

▪ Uploading, downloading, or using any material which is likely to be unsuitable for children. This 

applies to any material of a violent, dangerous or inappropriate context.  

▪ Accessing information, visiting websites or engaging in any type of behaviour that could be seen as a 

significant breach of the College values, fundamental British values of democracy and the rule of law. 

▪ Damaging computers, computer systems or computer networks  

▪ Violating copyright laws – do not use material which would infringe the copyright of another person1  

▪ Using others’ passwords or accounts  

▪ ‘Hacking’ into college systems, others’ folders, work or files for any reason  

▪ Intentionally wasting limited resources (e.g., staff time, printer ink and paper), disrupting or 

corrupting the work of others, and other misuse of computers such as the introduction of ‘viruses’ ▪ 

Playing computer games.  

  

Sanctions:  

  

 
1 Copyright material may include but is not limited to:-  extracts from books, magazines, copies of music and 

pictures or photographs, YouTube videos, games and software.  



▪ Violations of the above rules could result in a temporary or permanent ban on internet / computer 

use  

▪ Additional disciplinary action may be taken in line with existing Student Learning and Behaviour 
Procedures  

▪ Your parents / carers may be informed  

▪ When applicable, Police or Local Authorities may be involved  

▪ If necessary, external agencies such as Social Networking or Email Member sites may be contacted 

and informed  

  

Additional Sources of Information and Guidance  

  

▪ Cyberbullying:          www.stopcyberbullying.org  

▪ Child Exploitation and Online Protection:    www.ceop.gov.uk  
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