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A. Context and Legal Basis

Luton Sixth Form College has responsibilities to its students, staff and visitors to:

e prevent them from harm

e ensure that that they feel safe at all times

e protect their property

In addition, the College has a duty to protect its own facilities and property.

The College’s CCTV system contributes to the fulfilment of these responsibilities by acting as a
deterrent to criminal or antisocial behaviour, increasing the perception of safety and reducing
the fear of crime. This is supported by Section 163 of the Criminal Justice and Public Order Act

1994 for Local Authorities, and the Crime and Disorder Act 1998 for the Police.

The College operates a CCTV surveillance system throughout the College estate, with images

being recorded centrally. The system is owned and managed by the College and operated by the
The Behaviour Team, supported by the IT Team. This Policy applies to CCTV and other systems
which capture images of identifiable individuals operated for the purposes of promoting security.

The Policy operates within the legislative framework defined by the following Acts of

Parliament:

e Data Protection Act 2018 (DPA)
e Regulation of Investigatory Powers Act 2000 (RIPA)
e Protection of Freedoms Act 2012 (PoFA)

The Policy is also in accordance with the following guidance documents:

e Home Office Surveillance Camera Code of Practice June 2013, amended November 2021
e Information Commissioner’s Office CCTV Code of Practice In the picture: A data protection
code of practice for surveillance cameras and personal information May 2015

B. Purpose

The DPA requires that the College should have clearly defined and specific purposes for the
use of any personal information captured by the CCTV system. The College has determined
that its purposes are:

e To assist in the reduction of crime, anti-social behaviour, the fear of crime and increase




C.

the confidence of the public in the area

e Facilitate the identification of offenders

e Assist in the prevention and detection of crime and disorder committed in public
areas

e Deal with any serious public safety concerns

e To monitor the security of the College’s business premises

e To ensure that health and safety rules and College procedures are being complied with

e To assist with the identification of unauthorised actions or unsafe working practices that
might result in disciplinary proceedings being instituted against employees and to assist in
providing relevant evidence

e Pursuant to these purposes, the CCTV system will be used in order to allow the College to
take action in response to live events and to provide retrospective evidence to assist with
the investigation of events after they occur.

o Examples of events covered by this purpose include:

=  Assault

= Threatening behaviour
= Theft

=  Arson

=  Vandalism
= Dangerous driving

This policy does not cover the following uses of CCTV or similar systems. The College will not

use CCTV in any of these ways unless this policy is first updated to cover the proposed use:

e Monitoring of areas outside the College site

e Automatic Number Plate Recognition

e Unmanned Aerial Systems (drones)

e Display of CCTV footage in public spaces or to non-authorised personnel.

e Uploading of CCTV content to the internet or any public forum without the
explicit consent of any identifiable individuals shown.

e Automatic face recognition

e Covertsurveillance activities, unless specifically authorised by the police

e Recording of sound

e Monitoring the quality or amount of work carried out by employees

Body Worn Video Cameras

College staff do not routinely wear body worn video cameras. Body worn video cameras (BWV) are
CCTV cameras attached to the uniforms of security staff, who may be employees of a third party
contractor. These cameras record both audio and visual footage. BWV can only be used with the
approval of the Principal and can only be worn to satisfy the purposes set out above. All BWV shall be
managed by the College’s (Head of Behaviour and Attitude), who shall be responsible for the use and
for training of staff, or other individuals, including any third-party contractor employee(s), in the use
of BMV. All staff and individuals who may use BWV will have full training in their use. No staff or other
individual will be permitted to use BWV until they have read and agreed to this Policy. All incidents
which involve the use of body worn cameras shall be logged, documenting the date, time, reason for
use, name of authoriser and name of the member of staff or individual wearing the BWV.

The member of staff or other individual wearing BWV is always responsible for its use. Before
recording commences, staff or other individuals wearing BWV should alert those present that the
recording will be taking place stating the following:

¢ that recording is taking place;



¢ that this includes audio recording;

¢ their own name and that of any colleagues;

¢ the date;

* the time;

¢ the location; and

¢ the nature of the incident.

If the recording has started prior to the arrival of the member of staff at the scene, they should state
this upon arrival. Where this is not operationally possible, this information should be provided as
soon as it is practicable to do so. The cameras shall be aimed at those involved in the incident and
not at third parties who are not involved. Members of staff or individuals should do their best to
ensure that those not involved in an incident are not recorded: this may include standing in a
positionto  block them from being filmed or asking them to move. BWVs should never be used
covertly or concealed. Footage on the camera will be retained for 31 days unless required for the
purposes of an investigation.

D. Live Streaming/Recording of Teaching Session

The live streaming and/or recording of teaching sessions may take place in designated classrooms
where teaching is being delivered remotely for some students. Where this is the case, signage should
be in place notifying students of this and allowing them the option to notify the tutor should they not
wish their image to be captured. It may be appropriate to allocate seating in a position where the
student’s image will not be captured by the live streaming/recording. Where a student chooses to
participate in the teaching session, they may then be identifiable, and it must be made clear that the
legal basis for the use of personal data in live streaming/recording is not consent, and therefore there
can be no request that they not be identified as they have chosen to participate.

E. Other uses

The College may use the CCTV system for any purpose which it deems appropriate and which

does not have data protection implications, which in practice means that one of the following

applies:

e Theimages do not show any identifiable individual

e Allidentifiable individuals shown have given their agreement to the display or release of
the images.

F. System configuration

e The CCTV system comprises a network of wired IP cameras, linked to a central server and
storage device. The following figures are provided to give an indication of the general size
and disposition of the system and are subject to change at any time:

o 67 fixed cameras inside the building
o 30 external cameras, of which 23 are fixed and 7 are PTZ (pan, tilt and zoom; i.e.
remotely steerable cameras)

e Allcameras are in plain sight.

e There are no wireless cameras

e Thereis no facility to record audio or broadcast audio messages

e Transfer of recordings onto external media and control of PTZ cameras is only possible
on specific workstations with specialist software installed.

e Alldatais held securely on site, with no storage of data in the cloud. Playback is only possible for
the last 30 days.

e The system is configured to ensure that facial recognition of any individual is not
possible unless they are on the College site.
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(i)

(ii)

(iif)

e Where any part of the field of view of a fixed camera shows private areas outside the
College site (e.g. the windows of neighbouring houses), image blanking has been
applied.

e Signage is provided throughout the building and grounds to alert people to the
existence and purpose of the CCTV system.

Access to data

CCTV recordings are available for use only by authorised College employees or contractors,
unless formal approval is made for their disclosure. Disclosure includes the viewing of images
by someone who is not the operator of the system as well as the transfer of recordings to
another organisation. Access to CCTV images, including disclosure to third parties is restricted
to the following cases:

Subject Access Requests

e Under the terms of the Data Protection Act 2018, individuals who are the subject of
personal data are entitled to request access to it, including CCTV images where they are
defined as personal data within the meaning of the Act. If a request is received, a copy of
the images must be provided within one month of the request.

e The individual must make the request in writing, together with details of themselves to
allow the College to identify them as the subject of the images and to locate the images
on the system. Where third parties are included in the images, a balanced decision needs
to be made, which considers whether the images would involve an unfair intrusion into
the privacy of third parties in the image(s), cause unwarranted harm or distress, and
whether it is reasonable to release the information to the individual.

e The College will accept subject access requests from the subject’s formally nominated
representatives, such as solicitors or insurance companies.

e The College will log all subject access requests and disclosures.

Access requests for the purposes of law enforcement and disciplinary investigations

o The College will disclose CCTV recordings for the purposes of law enforcement only on
receipt of a direct request from the police.

e The College will log all such requests and disclosures.

o The College will retain recordings beyond the normal retention period if requested to do
so by the police.

e Other disclosures (e.g. to the media or a solicitor) will only be made in response to a
written request from the police or a court order.

e Access requests from interested parties (e.g. a high school) relating to people for whom
those parties have responsibility where the content relates to a possible disciplinary
offence involving someone who is the student or employee of another organisation, the
College may provide access to the relevant content to the school or employer concerned
where it considers this to be appropriate.

o All information that is released to third party persons is the subject of data protection
legislation and will require the authority of the College’s Data Protection Officer under
the College’s Data Protection Policy. CCTV images will not be released to the media for
entertainment purposes or placed on the internet.

Viewing of CCTV images by authorised members of College staff in the course of their duties

The CCTV Security Team and CCTV Support Team memberships are defined in Annex B.



What

Who

Where

Permanent live feed of vehicle
barriers and Sports Reception.

Receptionists, but this screen is
effectively in public view.

Main College
Reception desk

Permanent live feed of shop
cameras

Shop sales staff only

Shop counter PC

Permanent live feed of LRC interior

LRC staff only, some visibility from
North Street

LRC issues counter

Routine viewing of live or recorded
CCTV footage to investigate possible
offences

CCTV Security Team members

Information Centre
Security PC; specific
secured mobile
Devices

Viewing of live CCTV footage for
routine management purposes (e.g.
viewing of images to adjust camera
coverage)

Any staff member, supervised by a
CCTV Security Team member or
CCTV Support Team member.

Staff viewing of recorded CCTV
footage on request.

Staff wishing to view CCTV footage in
pursuit of an enquiry into the
behaviour of one or more students
must make their request via the
Behaviour Team.

Any request relating to people other
than students must be made via a
member of SLT.

Viewing of footage must be
supervised by a member of the CCTV
Security team or nominated
representatives of an SLT member.

Initial viewing will be
at the Information
Centre Security PC.
Footage copied to
removable media
can be viewed on
any PC.

Copying of CCTV footage to
removable media e.g. CD, DVD or
USB flash drive

Copies must be made by a member
of the CCTV Security team, at the
request of a member of SLT or the
Behaviour Team.

H.

Disclosure of recorded images to
external agency.

CCTV Security Team member or
CCTV Support Team member, with
the approval of an SLT member.

Viewing to take
place at Information
Centre Security PC.

Retention of recordings

e The DPA requires that recordings should be held for a limited length of time and must be
destroyed when their use is no longer required. Luton Sixth Form College will normally
hold recordings on its server for a maximum period of 30 days.

e When the retention period has been reached, all recordings on the server will be deleted

securely.

e Theretention period may be extended where the recordings are required for an on-going
investigation, or if the College has a valid business purpose for retaining the footage.
e Footage which has been copied to external media will be securely destroyed when it is no

longer required.




System reviews
The College will review its use of CCTV annually, in order to:
e ensure thatitis operating, and being operated, within this policy
e identify any changes required to this policy
e check data and time stamp accuracy

Complaints

Any complaints about the use of CCTV at the College should be directed through the College’s
Complaints Policy and Procedure, which can be viewed on the College’s website: Complaints Policy
and Procedure.



Annex A

The 12 Guiding Principles laid down in the Surveillance Camera Code of Practice.

1.

10.

11.

12.

Use of a surveillance camera system must always be for a specified purpose which is in pursuit of
a legitimate aim and necessary to meet an identified pressing need.

The user of a surveillance camera system must take into account its effect on individuals and their
privacy, with regular reviews to ensure its use remains justified.

There must be as much transparency in the use of a surveillance camera system as possible,
including a published point of contact for access to information and complaints.

There must be clear responsibility and accountability for all surveillance camera system activities
including images and information collected, held and used.

Clear rules, policies and procedures must be in place before a surveillance camera system is used,
and these must be communicated to all who need to comply with them.

No more images and information should be stored than that which is strictly required for the
stated purpose of a surveillance camera system, and such images and information should be
deleted once their purposes have been discharged.

Access to retained images and information should be restricted and there must be clearly defined
rules on who can gain access and for what purpose such access is granted; the disclosure of images
and information should only take place when it is necessary for such a purpose or for law
enforcement purposes.

Surveillance camera system operators should consider any approved operational, technical and
competency standards relevant to a system and its purpose and work to meet and maintain those
standards.

Surveillance camera system images and information should be subject to appropriate security
measures to safeguard against unauthorised access and use.

There should be effective review and audit mechanisms to ensure legal requirements, policies and
standards are complied with in practice, and regular reports should be published.

When the use of a surveillance camera system is in pursuit of a legitimate aim, and there is a
pressing need for its use, it should then be used in the most effective way to support public safety
and law enforcement with the aim of processing images and information of evidential value.
Any information used to support a surveillance camera system which compares against a
reference database for matching purposes should be accurate and kept up to date.



Annex B

Development
Behaviour & Attitude
Management Team

Team Members Postholders
March 2023
CCTV Security Facilities Manager Tony Routine viewing of live or
Team Deputy Head of Whitehead recorded CCTV footage to
Behaviour & Attitude TBC investigate possible
offences
CCTV Support Head of IT and Infrastructure Dharit Patel
Team
Student Director of Student Claire Banks
Management Safeguarding
Team Behaviour and
Attitude
Head of Personal TBC

Team

Senior Leadership

Principal

Vice Principal

Director of Curriculum Quality

Director of Human Resources

Director of Finance &
Operations

Altaf Hussain

lan Francis

Andrea Page

Sayeda Meghjee

Donna Donlon




