
Prevent risk assessment for schools and colleges

Person completing:  Claire Banks Director for Student Safeguarding, 
Behaviour & Attitude

Date Implemented:  March 2026

National Risks – risk of radicalisation generally

Risk 1 - UK Threat Level

The UK threat level remains SUBSTANTIAL, meaning an attack is likely. 
SUBSTANTIAL continues to indicate a high level of threat, and an attack 
may occur without further warning.

Risk 2 - Children and young people account for the 
highest number of Prevent referrals.

Nationally 11 to 15 account for the largest proportion 
of referrals' those aged between 16 and 17 accounted 
for the second largest - with education being the 
highest referrer. Minors now form 6 in 10 Prevent 
referrals, with youth radicalisation described as rising 
sharply - especially on line 

Risk 3 - Inappropriate referrals

Whilst education is the highest referrer  
and national reporting confirms large rises 
in referrals without identified ideology, it 
is also the sector where there has been the 
highest number of 'not suitable referrals', 
referrals are closed as not they are not 
suitable for Prevent/Channel panel.  The 
Counter Terrorism Local Profile (CTLP) 
briefings warn of the use of AI to complete 
referrals is distorting their meaning.

Risk 4 - The Online Space

Recent data indicates 49% increase in minors being arrested for 
terrorism-related offences. Accessibility of extremist content on 
the internet has been identified as a significant contributing 
factor. 

Local Risks – risk of radicalisation in your area and institution

Risk 1 - Luton is a High Priority area.

The Local Authority has been assessed as an area where the risk and 
threat of terrorism and radicalisation necessitates additional funding to 
support efforts to build resilience and responses to terrorism.  Luton 
continues to rank consistently high in national security counter-
terrorism risk assessments, with significant presence of extremist 
elements.

Risk 2 - Islamist Terrorism

The primary threat to the Eastern Region continues to 
be Islamist Terrorism and it is assessed it is highly likely 
the escalation of conflict in the Middle East will 
continue to feature in Islamist Extremist intelligence 
over the next six months. Luton remains an area 
where this risk continues to dominate our existing 
terrorism threat. In prior years (since 2000) a 
significant cohort of Luton's Terrorism Act Offenders 
have been convicted of Islamist related terror 
offences.

Risk 3 - Extreme Right Wing

There is growing evidence across the 
region and nationally that ERW influencers 
and others will continue to utilise social 
media and online platforms to increase 
their reach and also to recruit to their 
narratives. Counter terrorism police 
remain increasingly aware of the targeting 
of asylum accommodation, community 
tensions, and radicalisation of young 
people.  Services are working hard to put 
interventions in place to stop them taking 
this path.

Risk 4 - Self-initiated Terrorism

The Counter Terrorism Local Profile (CTLP) assess that it is likely 
that any terrorist attack within the Easton Region is likely to 
come from a self-initiated terrorist, as opposed to an individual 
working under the direction of a group. In 2023 a lone individual 
was charged and jailed for CT offences. The individual has an 
online footprint which fits the criteria of the likely profile of the 
current terrorist threat. As witnessed nationally lone individuals 
continue to account for the majority of threat nationally, and 
attackers may not have any connection to other terrorists.  
Exposure to extreme-violence content (not just ideological 
content) is a concern.

Category Risk Hazard Risk management Rag Further action needed Date for 
completion Support available

What is the risk here? What are the hazards? What has your institution put in place to ensure sufficient 
understanding and buy-in from Leadership?

What does your institution need to 
further action to address the identified 
risk(s)?

Leadership and Partnership

Prevent training takes place every two years for ALL staff 
and governors via SMARTLOG.

All staff to receive mandatory training 
on misinformation, disinformation and 

conspiracy theories
SWA Jul-26

Annual risk assessment and action plan completed.  Approved at 
SLT, SHIC, F&GP before being ratified at Corporation.

Deputy DSL sits on the Prevent Board and takes part in CTLP 
meetings and Eastern Region Network meetings in order to 
feedback to SLT.
Lead governor for Safeguarding and Prevent lead have 
appropriate seniority.  SPOC identified as Designated 
Safeguarding Lead
Data is presented at SLT, Safeguarding Health and Inclusion 
committee, Finance and General Purposes committee, and 
Corporation for scrutiny.

Date for review:  March 2027

A risk assessment is a core part of implementing the Prevent Duty. All providers should read guidance from the department on how to complete a risk assessment and on safeguarding students vulnerable to radicalisation. Schools should assess the risk of 
children being drawn into terrorism, including support for extremist ideas that are part of terrorist ideology.

Providers may choose to have a specific separate risk assessment to better communicate to staff and document actions taken to mitigate any risks.

The purpose of the risk assessment is to have an awareness and understanding of the risk of radicalisation in your area and your institution. The type and scale of activity that will address the risk will vary but should be proportionate to the level of risk, type 
of provision, size and phase of education.

This is an internal document and should be reviewed annually, in line with Keeping Children safe in Education requirements, or following a serious incident.

References:

The Prevent Duty: an introduction for those with safeguarding 
responsibilities

How to complete a risk assessment

Managing risk of radicalisation in your education setting

Risk 5 - COM Networks

The National Crime Agency, National Police Chiefs' Council 
and Counter Terrorism Policing have issued an Early 
Identification Notice.  Its aim is to raise awareness and 
enable early identification of online networks of individuals 
who collaborate or compete to cause serious harm across 
multiple criminal behaviours, often emerging and evolving 
rapidly.  

Leaders (including governors) 
within the organisation do not 
understand the requirements of 
the Prevent Statutory Duty or the 
risks faced by the organisation. The 
Duty is not managed or enabled at 
a sufficiently senior level.

Leaders do not have 
understanding and ultimate 
ownership of their internal 
safeguarding processes, nor 

Risk 5 - The Online Space

The online space has emerged as a prominent challenge 
and features within a significant number of Prevent 
referrals. Local Authority colleagues assess this will be a 
specific focus for education settings and will continue the 
long-standing development for Prevent priority regards 
young people's target groups of under 17 year olds. There 
are growing reports and arrases of young people accessing, 
downloading and sharing terrorist content online.

Prevent e-learning

Home Office offer a free e-learning package on Prevent covering:

- Prevent awareness
- Prevent referrals
- understanding Channel

Users that complete this training will receive a certificate.

https://www.support-people-vulnerable-to-radicalisation.service.gov.uk/

Risk 6 - Non-Ideological / Nihilistic Violence (Harm for Harm's Sake)

There is an emerging risk associated with individuals, particularly young people, who demonstrate an 
interest in extreme or mass-casualty violence absent a coherent ideological, political or religious 
motivation.  This may include nihilistic beliefs, fixation on violence itself, or a desire for recognition, 
notoriety or emotional release rather than advancement of a terrorist cause.  Local and national 
intelligence indicates an increase in referrals and concerns involving individuals whose behaviours are 
driven by personal grievance, identity crisis, emotional distress, online subculture influence, or 
fascination with violence, rather than adherence to an extremist ideology.  These cases may sit 
uncomfortably between traditional safeguarding, mental health support, and counter-terrorism 
frameworks. increasing the risk of delayed or inappropriate responses.

What national risks are you aware of that could impact to your area, setting, students or families? For example, online radicalisation

What specific local risks are you aware of that could impact to your area, setting, students or families? E.g. local extremist activity (groups active in the area)
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Category Risk Hazard Risk management Rag Further action needed Date for 
completion Support available

College leaders take part in 175 Audit process annually for 
scrutiny via the local authority.  A face to face audit takes place 
every 3 years with written feedback provided. 

Face to Face Audit took place June 2024

Sufficient leadership ownership via risk assessments and policies 
which are signed off by SLT, appropriate committees and 
corporation. 

Information is shared via The Safeguardian Newsletter every 
term to reinforce and promote the duty in addition to 
SMARTLOG training.

Leadership have clear understanding of internal reporting and 
referral mechanisms.

Leaders sit on various boards and networks as a priority act.

Policies are created with safeguarding embedded and leaders 
ensure the policies are followed.  Staff sign to confirm the 
reading of such policies.

Promotion of a safeguarding culture through regular training, 
discussions, etc with senior staff visibly involved. Clear induction 
for new members of staff and trainee teachers.

Committees invite a variety of voices from across the college, 
including students.

Leaders use self-evaluation to identify key priorities for 
continuous improvement

College environment is kept safe with a zero tolerance approach 
to negative behaviour and a wide variety of support and 
resources for those who need it.

The organisation does not 
establish effective partnerships 
with organisations such as the DfE 
Regional Prevent Coordinator, the 
Local Authority and Police Prevent 
Team.

The college has strong partnerships with:
• Local Safeguarding Children's Partnership (board member)
• DSL Forums
• LADO
• Counter Terrorism Local Profile (CTLP) briefings
• Police Prevent Team
• Channel panel
• Child and family services
• DfE Regional Prevent Coordinator
• FE and HE Prevent Networks

Leaders not engaged on Prevent 
duty implementation.

Effective partnerships are utilised via:
• Regular attendance at meetings, boards or forums
• In receipt of newsletters from Educate Against Hate and DfE 
prevent coordinator updates
• Able to demonstrate effective partnerships by use of the 
referral process and working with Police colleagues.

Mental health assessment address ideological aspects and 
assessor to refer to the safeguarding team as well as the mental 
health team if appropriate.

Bespoke training available across the safeguarding, behaviour, 
mental health and SEND teams to understand vulnerabilities to 
radicalisation.

No partnership working with 
parents or carers of young people 
at risk.

College provides information and guidance to parents in a way 
that is suitable for them and to promote positive relationships 
between family members, the college and wider agencies.

Develop the parental area of the 
website to contain guides and 

signposting.
CLB/AZA Jul-26

Student council have a safeguarding representative.  

Events are run by student council for example culture day. Introduce peer-led campaigns on 
misinformation, online extremism risks, 

and safe digital participation
CLB/AZA Dec-26

Student council sponsor and promote the peer mentoring 
activities available. Meet with rep to discuss options for 

peer mentoring campaign
CLB/AZA Jul-26

Capabilities

Leadership

The college does not place 
sufficient priority to Prevent and 
risk assessment/action plans (or 

does not have one) and therefore 
actions to mitigate risks and meet 
the requirements of the Duty are 

not effective.

safeguarding processes, nor 
ensuring that all staff have 
sufficient understanding and that 
staff implement the duty 
effectively.

Leaders do not communicate and 
promote the importance of the 
duty.

Leaders do not drive an effective 
safeguarding culture across the 
institution.

Leaders do not provide a safe 
environment in which students can 
learn.

Prevent duty guidance

Outlines the requirements of the duty, including working in partnership with others.

https://www.gov.uk/government/publications/prevent-duty-guidance/revised-
prevent-duty-guidance-for-england-and-wales#c-a-risk-based-approach-to-the-
prevent-duty

Understanding channel

An overview of channel support and the Prevent Multi-Agency Panels (PMAP).

https://www.gov.uk/government/publications/channel-and-prevent-multi-agency-
panel-pmap-guidance

Sign-up for Educate Against Hate newsletter

Latest news, blogs and resources to help teachers, school leaders and designated 
safeguarding leads protect students from radicalisation

https://signup.es-mail.co.uk/Signup/da659377ec9fa9e8d40363308d4a84ac

The setting is not fully appraised 
of national and local risks, does 

not work with partners to 
safeguard students vulnerable to 
radicalisation, and does not have 
access to good practice advice, 

guidance or supportive peer 
networks.

Teams do not understand the link 
between mental health / SEND 
vulnerabilities and the 
susceptibility to radicalisation.

Students do not lead on initiatives 
to support each other.  The 
student council are not involved.

Working in Partnership
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Category Risk Hazard Risk management Rag Further action needed Date for 
completion Support available

Frontline staff including governors, 
do not understand what 
radicalisation means and why 
people may be vulnerable to being 
drawn into terrorism

Updates are provided every 2 years via a mixture of delivery 
methods to include the Home Office and Government materials, 
face to face briefings, newsletter updates with information 
retrieval quizzes.

Introduce Prevent micro-updates (short 
briefing modules in The Safeguardian) 
focusing on emerging threats such as 

non-ideological violence, online 
radicalisation trends, and new ERW 
narratives.  Include how to identify 

young people showing fascination with 
extreme violence/mass-casualty 

narratives even where ideology is not 
present.

SWA
From Sept 

2026

In addition to biennial safeguarding training there is an annual 
safeguarding refresher that reminds staff of the reporting 
process internally.  

Ensure all staff attend Prevent training with a focus on Notice, 
Check, Share. 

Safeguarding staff have good relationships with local Prevent 
colleagues and reach out for support. 

 Safeguarding staff are aware of the Educate Against Hate 
resources for referrals.

Learning is checked through recall activities. 

 Registers and logs are kept for those who attended or completed 
tasks and when available certification is filed.

Training is quality assured and evaluated for effectiveness on a 
regular basis

Volunteers and subcontractors 
missed out of training plan as not 
considered staff.

DDSL holds contractor training with those who join the college 
and the information is held on the SCR.

Staff do not feel confident sharing 
information with partners 
regarding radicalisation concerns.

The college has a culture of safeguarding that supports effective 
arrangements to:

• identify students who may need early help or who are at risk of 
neglect, abuse, grooming or exploitation and refer internal 
through our CONTACT US system
• help students reduce their risk of harm by securing the support 
they need, or referring in a timely way to those who have the 
expertise to help

Staff are not aware of the Prevent 
referral process.

The Safeguarding Team have clear processes for raising 
radicalisation concerns and making a Prevent referral. Include how to make a Prevent referral 

in with how to make a MASH referral
Sep-26

Reducing Permissive Environments

College SMILE values are communicated and modelled 
throughout the admissions and onboarding processes.

All new students receive an induction to the college.  
Student code of conduct is discussed and support paths 
are communicated.

Formalise a structured Transition 
Vulnerability Check-in for all new 
entrants, including SEND, mental 

health and behavioural risk flags linked 
to Prevent vulnerabilities.

RZA/UXK
From Sept 

2026

Safeguarding records are shared and read in a timely 
manner with early action taken.

The college provides opportunities within the curriculum to 
discuss controversial issues and for students to develop critical 
thinking and digital literacy skills

Expand digital-literacy and online-
safety curriculum to include platform-
specific extremist recruitment tactics, 

extremist meme culture, gaming-
platform risks, and online grooming 

indicators within Future Skills 
curriculum

CLB/UXK

Future 
Skills 

Curriculum 
Sept-Oct 
2026 and 
Jan-Feb 

2027
Training and resources are available for staff who require 
support to conduct difficult conversations and create a safe 
environment for those discussions.

Tutorial programme has a scheme of work that includes topics 
that are sensitive.  Progress Coaches are trained to facilitate their 
sessions.

Explicitly address 'non-ideological 
extreme violence inline with emerging 

case patterns
CLB/UXK

Future Skills 
Curriculum Sept-

Oct 2026 and 
Jan-Feb 2027

Teaching is monitored by senior leaders through observations 
and is quality assured

The college embeds fundamental British values into the 
curriculum, while also ensuring specific discussions can take place 
in a safe environment.

Resources to support information sharing

The department has published guidance on making a Prevent referral.

https://www.gov.uk/guidance/making-a-referral-to-prevent

Staff training

Staff do not recognise signs of 
abuse or vulnerabilities and the 

risk of harm is not reported 
properly and promptly by staff.

Prevent e-learning

Home Office offer a free e-learning package on Prevent covering:

- Prevent awareness
- Prevent referrals
- understanding Channel

Users that complete this training will receive a certificate.

https://www.support-people-vulnerable-to-radicalisation.service.gov.uk/

Prevent resources, guidance and support

The department's Educate Against Hate website provides a range of training and 
guidance materials.

www.educateagainsthate.com

Frontline staff including governors, 
do not know what measures are 
available to prevent people from 
being drawn into terrorism and do 
not know how to obtain support 
for people who may be exploited 
by radicalising influences.

Staff do not access Prevent 
training, signs of radicalisation 
training or refresher training.

Resources for having difficult classroom conversations

Educate Against Hate has a range of resources to help teachers conduct difficult 
conversations with students. The 'Let's Discuss' teaching packs have been developed 
to help facilitate conversations about topics such as fundamental British values, 
extreme right-wing terrorism and Islamist extremism.

www.educateagainsthate.com

www.educateagainsthate.com/category/teachers/classroom-resources

www.educateagainsthate.com/category/teachers/classroom-resources/?filter=lets-
discuss

Staff do not share information 
with relevant partners in a timely 

manner.

The College doesn't acknowledge 
that the transition from High 
School, or other educational 
setting, presents as a vulnerable 
time for young people.

The setting does not provide a safe 
space in which students can 
understand and discuss sensitive 
topics, including terrorism and the 
extremist ideas that are part of 
terrorist ideology, and learn how 
to challenge these ideas.

The setting does not teach a broad 
and balanced curriculum which 
promotes spiritual, moral, cultural 
mental and physical development 
of students, community cohesion 
and  fundamental British values.  
Learners are unaware of how they 

Building students resilience to 
radicalisation

Students are exposed to 
intolerant or hateful narratives 
and lack understanding of the 

risks posed by terrorist 
organisations and extremist 

ideologies that underpin them.

Information Sharing
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Category Risk Hazard Risk management Rag Further action needed Date for 
completion Support available

Tutorial programme has a scheme of work that includes a variety 
of developmental topics utilising ACT resources and Life Lessons

The college has codes of conduct for all staff (teaching and 
non-teaching staff)

The college carries out safer recruitment checks on all staff

Unclear linkages between IT policy 
and the Prevent duty. No 
consideration of filtering as a 
means of restricting access to 
harmful content.

SWITCHSHOP provides URL filtering and site logging system that 
checks all websites accessed by people using the college network 
either on a college owned device or a personal device. 
SWITCHSHOP compares the sites learners are visiting against lists 
of sites that are managed by Fortigate and customised by the 
college to decide whether to allow access.  The college is mindful 
of over blocking and what is reasonable for students of college 
age should access.  In line with KCSIE systems are reviewed 
regularly, with safeguarding leadership retaining and decision-
making responsibility.

Formalise auditing process and 
records.  Use DfE 'Plan Technology 
for your School' self assessment to 

evidence compliance

CLB/DMD May-26

Students can access terrorist and 
extremist material when accessing 
the internet at the institution.

Staff understand to report to the IT team or the DSL if they 
realise there is access to sites that should be prohibited via the 
filtering system.

Parental workshops i.e. online 
manipulation and algorithmic risk.

CLB/AZA Jul-26

The college equips students with the skills to stay safe online, 
both in college and outside.

SWITCHSHOP provide real-time access to the  safeguarding team 
in order to monitor and respond to inappropriate or concerning 
internet use.

Students sign up to an Acceptable Use Policy in place for students 
and staff using IT equipment to research terrorism / counter 
terrorism in course of their learning.

Staff are trained in the requirements of filtering and monitoring 
in education and as part of the Prevent Duty.

Staff are clear on their requirement to monitor the Students 
online behaviour whilst in their class in terms of physical 
monitoring.  Where available staff have the capacity to monitor 
students screens during class.

Staff set expectations for the use of computers during 
their lessons. 

Visitors policy is in place that aligns with Prevent and 
safeguarding polices.

Staff have access to appropriate training to assist in facilitating 
discussions when external speakers present controversial topics.

Staff can assign moderators to all external speaker sessions to 
ensure discussion remains constructive.

Risk assessments are required for visitors in order to assign a 
supervisor.  

All visitors and accompanying risk assessments are signed off at 
senior level in order to ensure compliance.

Sessions are appropriately supervised by senior staff who are 
prepared to intervene if necessary.
The college has a robust risk assessment and carries out due 
diligence checks on visitors, speakers, the organisations they 
represent and the materials they promote or share.

The college seeks advice and support from partners where 
necessary to make an assessment of suitability.

The college has a robust visitor management system that 
requires external visitors to be signed in and met by an 
appropriate member of staff.

Visitors are required to wear a temporary and distinct visitors 
badge at all times.

Access to the institution by 
learners is not monitored.

Access points are controlled and monitored.  Security presence at 
main entrance; turnstile access to the college building; gated 
areas accessible via swipe authorisation.

IT policies

Ineffective IT policies increases 
the likelihood of students and 

staff being drawn into extremist 
material and narratives online. 
Inappropriate internet use by 
students is not identified or 

followed up.

Web filtering and online safety

The Department for Education have issued comprehensive guidance on how schools 
and colleges should be using filtering and monitoring standards, including specific 
measures to comply with the Prevent duty.

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-
and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges

Further guidance is available at https://saferinternet.org.uk/guide-and-
resource/teachers-and-school-staff/appropriate-filtering-and-monitoring/appropriate-
monitoring

You can test whether your internet service provider removes terrorist content at 
http://testfiltering.com/

The Joint Information Systems Committee (JISC) can provide specialist advice and 
support to the further and higher education sectors to help providers ensure students 
are safe online and appropriate safeguards are in place.

Teach about online extremism

The 'Going Too Far?' resource from Educate Against Hate and the London Grid for 
Learning to help teach students about staying safe online

https://www.educateagainsthate.com/resources/going-too-far/

British Values are not exemplified 
by staff.

Students may distribute extremist 
material using the institution IT 
system.

Staff are not aware of their duty to 
monitor students and their online 
safety or use.

Political Impartiality Guidance

When using external agencies, schools in England must be mindful of their existing 
duties regarding political impartiality and to ensure the balanced presentation of 
political issues. Guidance on this is available on GOV.UK.

https://www.gov.uk/government/publications/political-impartiality-in-
schools/political-impartiality-in-schools#the-law

Management of Space

Protect UK

Guidance from the government on keeping publicly accessible locations safe

https://www.protectuk.police.uk/

External speakers or visitors 
being given a platform to 

radicalise students or spread 
hateful or divisive narratives.

Leaders do not provide a safe 
environment in which students 
receive external speakers or 
visitors

Settings do not have clear 
protocols for ensuring that any 
visiting speakers are suitable and 
appropriately supervised.

The setting does not conduct any 
due diligence checks on visitors or 
the materials they may use.

Access could be gained by an 
external party for the purpose of 
causing harm to learners and 
staff. Learners and staff could be 

Access to the institution by 
external parties is not monitored, 
and due diligence is not carried 
out.

Learners are unaware of how they 
relate to prevent and their life.

Visitors
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Category Risk Hazard Risk management Rag Further action needed Date for 
completion Support available

Site is risk assessed for weak security measures and mitigations 
are quickly put in place.

Staff and students are trained in Run Hide Tell protocols which 
are practiced regularly.
Senior staff are trained in 'control room' protocols and a 
standard operating procedure is in place.

Management of Space staff. Learners and staff could be 
exposed to extremist ideologies.

The college is not compliant with 
Martyn's law requirements
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