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College Values 

Students: as the focus for the work of everyone at the College 
Mutual Respect: caring for and valuing students, staff, governors and our community 
Integrity: honesty, hard work and personal and social responsibility 
Learning:  a passion for learning and its capacity to change lives 
Excellence:  high aspirations, high standards and high achievement 
 

 

How we use your personal information 
We are the data controller of personal information about you. We are: Luton Sixth Form College and our 

address is: Bradgers Hill Road, Luton, LU2 7EW 

 

Our Data Protection Officer is Louise Barden. If you have any questions about this policy or the ways in 

which we use your personal information, please contact our Data Protection Officer at the above college 

address or via email to dataprotectionLSF@lutonsfc.ac.uk.  

 

This privacy notice has been prepared in accordance with UK GDPR and the Data Protection Act 2018.  

 

This policy sets out how we use your personal information and in particular:  

• The information that you give us; 

• the uses made of your personal information; 

• the legal basis on which we collect and use your personal information; 

• how long we keep your personal information; 

• how we share your personal information; 

• how we transfer your personal information outside Europe; 

• will we monitor your use of the College’s IT; and 

• your rights over your personal information.  

 

The information that you give us 
As part of your admission to the College we may collect your personal details including:  

• name 

• address 

• contact details 

• date of birth 

• siblings 

• email address 

• first and second language 

• work assessment data 

• dates of attendance 

• exam/test results 
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• religion 

• ethnicity 

• health information 

• doctor’s details 

• behaviour record 

• additional needs  

• CCTV and other information obtained through electronic means (e.g., swipe access records, 

computer system records)  

• Photographs 

 

The uses made of your personal information  
We will use your information to manage and administer your education. This will include: 

• compiling class lists 

• sending event invitations 

• communicating with you 

• dealing with admissions 

• compiling reports and registers 

• checking entrance exam results 

• allocating you to the correct classes for assessments 

• making arrangements for exams or visits 

• considering whether to offer places to students 

• considering whether special provision or assistance is required while you are a student 

• contacting parent/carer about your attendance and progress 

• informing your future education providers and employers about your attendance dates and 

programmes of study 

• managing financial support, bursaries, and fee payments 

• safeguarding and promoting your welfare 

• ensuring campus safety and security (including use of CCTV and Salto) 

• sending invitations to College events 

• using photographs for identification purposes and, where consent is given, for marketing/publicity 

 

Use of Artificial Intelligence (AI) 

The college uses artificial intelligence tool, Microsoft 365 Copilot, to support learning and the creation of 

teaching materials. The tool operates within the college’s secure Microsoft 365 environment and is not 

used to train external AI models. Students must not enter any personal data about themselves or others 

into AI tools, and must not upload or re-create assessed work or assignment content using AI. AI tools are 

provided only for general learning support and must be used in line with the DfE’s Academic Product Safety 

Expectations. AI tools are not used to make automated decisions about individual students, and personal 

data is not used by AI systems for live operational or decision-making purposes. 

We may use historic student information for research, quality assurance, and the development or testing 

of analytical tools, including predictive or artificial intelligence-based methods, to help improve 

educational outcomes and learner support. This processing is carried out in the public interest and may 

involve working with trusted academic or research partners acting on our instructions. Appropriate 

safeguards, including data minimisation, pseudonymisation, secure handling, and restricted access, are 



 

 

applied. Data used for research and feasibility purposes is not used to make automated decisions about 

individual students. 

Joint Council for Qualifications (JCQ) Examinations and Access Arrangements 

If an application for exam access arrangements is made, it will be processed using Access Arrangements 

Online in line with the UK GDPR and the Data Protection Act 2018. Students will be informed when such 

an application is made.  

The legal basis on which we collect and use your personal information.  
We process most of your information under the lawful basis of public task, as we are delivering education 

in the public interest. 

 
In addition: 

• Some processing is necessary to comply with our legal obligations (e.g. reporting to the Department 

for Education, exam boards, or local authorities). 

• Some processing is necessary for the performance of a contract (e.g. providing services you have 

requested). 

• Where we process special category data (such as medical information, ethnicity, or safeguarding 

records), we do so because there is a substantial public interest in ensuring your wellbeing and 

access to education. 

• Where we use your information for marketing or publicity (such as publishing photographs), we will 

rely on your consent, which you can withdraw at any time. 

 

How long we keep your personal information.  
We will not keep your personal information for longer than we need it for the purposes we have explained 

above. Details of how long we keep each type of information can be found in the College’s Retention 

Schedule. 

 

How we share your personal information. 
We are legally obliged to share some of your details with third parties, e.g., government funding agencies, 

exam boards, local authorities and in exceptional circumstances with public services such as the police and 

other emergency services. We shall not disclose the information you provide to us with to third parties 

except those who we contract to process data on our behalf, where we have a statutory duty, for example, 

sending learner record information to the Department for Education - (Please see Appendix A for ILR 

information from the DfE). 

 

How we transfer your personal information outside Europe.  
We do not store or transfer your personal data outside Europe. 

 

Will we monitor your use of the college’s computers? 
Yes. We keep an eye on how you use the College’s equipment and computers and what websites you go 

on when you are browsing the internet at College. This is because we have legal obligations to protect you, 

and we also have a legitimate interest in making sure you are using our computer equipment correctly and 

that you are not looking at any inappropriate content.  

 



 

 

If you want to browse the internet privately, you will need to use your own devices which are not linked 

to the College’s network or internet connection.  

 

Your rights over your personal information 
You have a number of rights over your personal information, which are: 

 

• the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy 

about the way your personal data is being used – please refer to the ICO’s website for further 

information about this https://ico.org.uk/  

• the right to ask us what personal information about you we are holding and to have access to a 

copy of your personal information; 

• the right to ask us to correct any errors in your personal information; 

• the right, in certain circumstances such as where our use of your personal information is based 

on your consent and we have no other legal basis to use your personal information, to ask us to 

delete your personal information; 

• the right, in certain circumstances such as where we no longer need your personal information, 

to request that we restrict the use that we are making of your personal information; 

• the right, in certain circumstances, to ask us to review and explain our legitimate interests to you; 

and 

• the right, where our use of your personal information is carried out for the purposes of an 

agreement with us and is carried out by automated means, to ask us to provide you with a copy 

of your personal information in a structured, commonly-used, machine-readable format. 

 

Changes to our privacy policy 
We keep our privacy policy under regular review. Any changes we make to our privacy policy in the future 

will be displayed on the College website. 
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Appendix A 

ILR Privacy Notice  
Privacy Notice 
 

Training providers should ensure that all learners have seen this privacy notice as part of their enrolment 

process. 

This privacy notice is issued on behalf of the Secretary of State for the Department of Education (DfE) to 

inform learners about the Individualised Learner Record (ILR) and how their personal information is used 

in the ILR. Your personal information is used by the DfE to exercise our functions under article 6(1)(e) of 

the UK GDPR and to meet our statutory responsibilities, including under the Apprenticeships, Skills, 

Children and Learning Act 2009. Our lawful basis for using your special category personal data is covered 

under Substantial Public Interest based in law (Article 9(2)(g)) of UK GDPR legislation. This processing is 

under Section 54 of the Further and Higher Education Act (1992). 

 

The ILR collects data about learners and learning undertaken. Publicly funded colleges, training 

organisations, local authorities, and employers (FE providers) must collect and return the data each year 

under the terms of a funding agreement, contract or grant agreement. It helps ensure that public money 

is being spent in line with government targets. It is also used for education, training, employment, and 

well-being purposes, including research. 

 

We retain your ILR learner data for 20 years for operational purposes (e.g. to fund your learning and to 

publish official statistics). Your personal data is then retained in our research databases until you are aged 

80 years so that it can be used for long-term research purposes. For more information about the ILR and 

the data collected, please see the ILR specification at: 

https://www.gov.uk/government/collections/individualised-learner-record-ilr 

 

ILR data is shared with third parties where it complies with DfE data sharing procedures and where the law 

allows it. The DfE and the English European Social Fund (ESF) Managing Authority (or agents acting on their 

behalf) may contact learners to carry out research and evaluation to inform the effectiveness of training. 

For more information about how your personal data is used and your individual rights, please see the DfE 

Personal Information Charter ( https://www.gov.uk/government/organisations/department-for-

education/about/personal-information-charter ) and the DfE Privacy Notice 

( https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education ) 

 

If you would like to get in touch with us or request a copy of the personal information DfE holds about 

you, you can contact the DfE in the following ways: 

• Using our online contact form: 

https://form.education.gov.uk/service/Contact_the_Department_for_Education 

• By telephoning the DfE Helpline on 0370 000 2288 

• Or in writing to: Data Protection Officer, Department for Education (B2.28), 7 & 8 Wellington Place, 

Wellington Street, Leeds, LS1 4AW 

 

If you are unhappy with how we have used your personal data, you can complain to the Information 

Commissioner’s Office (ICO) at: 

https://www.gov.uk/government/collections/individualised-learner-record-ilr
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/organisations/department-for-education/about/personal-information-charter
https://www.gov.uk/government/publications/privacy-notice-for-key-stage-5-and-adult-education
https://form.education.gov.uk/service/Contact_the_Department_for_Education


 

 

 

Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF. You can also call their helpline on 0303 123 

1113 or visit https://www.ico.org.uk 

 

Or in writing to: Data Protection Officer, Department for Education (B2.28), 7 & 8 Wellington Place, 

Wellington Street, Leeds, LS1 4AW 

 

If you are unhappy with how we have used your personal data, you can complain to the Information 

Commissioner’s Office (ICO) at: Wycliffe House, Water Lane, Wilmslow, Cheshire, SK9 5AF. You can also 

call their helpline on 0303 123 1113 or visit https://www.ico.org.uk 

 

https://www.ico.org.uk/
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