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College Values 

Students: as the focus for the work of everyone at the College 
Mutual Respect: caring for and valuing students, staff, governors and our community 
Integrity: honesty, hard work and personal and social responsibility 
Learning:  a passion for learning and its capacity to change lives 
Excellence:  high aspirations, high standards and high achievement 
 

 

How we use your personal information 
We are the data controller of personal information about you. We are: Luton Sixth Form College and our 

address is: Bradgers Hill Road, Luton, LU2 7EW 

 

Our Data Protection Officer is Louise Barden. If you have any questions about this policy or the ways in 

which we use your personal information, please contact our Data Protection Officer at the above college 

address or via email to: dataprotectionLSF@lutonsfc.ac.uk.  

 

This privacy notice has been prepared in accordance with the UK General Data Protection Regulation 

(“GDPR”) and the Data Protection Act 2018.  

 

This notice sets out how we use your personal information and in particular:  

▪ The information that you give us at application; 

▪ The uses made of your personal information; 

▪ How long we keep your personal information; 

▪ Data security;  

▪ Your rights over your personal information; and 

▪ Changes to our Privacy Policy 

 

The information that you give us at application 

When you first applied for employment or work at the College, we collected your personal details. This  

information was transferred from your applicant file to your personnel file when you were offered work 

or employment with the College.  

 

Information collected during the recruitment and selection process included but is not limited to the  

following:  

▪ Your name, address and contact details  

▪ Your employment history including your current remuneration 

▪ Details of your education, qualifications and professional membership with registration numbers 

▪ Details of recent Professional Development and Training  

▪ Supporting Statement and any other correspondence you have sent to us 

▪ Details of relations or connections with the College 
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▪ Information about your entitlement to work in the UK 

▪ Criminal Records Information 

▪ Details of referees and information received from them 

▪ Performance on a variety of assessment methods  

▪ Equal opportunities monitoring information 

 

This information was collected in a variety of ways, including on our application and monitoring forms, 

information obtained from your passport or other identity documents, or collected through interviews or  

other forms of assessment (e.g., online tests).  

 

During your time with the College, additional data will be collected on a regular basis, which includes but 

is not limited to the following: 

▪ Emergency contact details  

▪ Payroll and Pension details (e.g., National Insurance number, bank details, tax information)  

▪ Salary and job details  

▪ Driver’s licence and related documents  

▪ Passport 

▪ Attendance, health/medical, performance, capability, disciplinary and grievance records  

▪ CCTV and other information obtained through electronic means (e.g., swipe access records, 

computer system records)  

▪ Photographs  

 

The College complies with the duties required under The Education Act 1996 in relation to data collection.  

The College also processes special categories of data from the Monitoring Form and other information you  

have provided to us for equal opportunities monitoring purposes. As a public-sector organisation, we have 

a responsibility under the Public-Sector Equality Duty of the Equality Act 2010 to report on these special  

categories. In addition, we process information about an individual’s disability status to make reasonable  

adjustments (if required) and carry out our obligations. 

 

The College is also required to seek information about criminal convictions and offences. We do so because  

it is necessary for us to carry out our legal obligations to determine an individual’s suitability to work with  

our young people. 

 

Use of Artificial Intelligence (AI) 

The college uses artificial intelligence tool, Microsoft 365 Copilot, to support teaching, learning and 

administrative tasks. The tool operates within the college’s secure Microsoft 365 environment and does 

not use college content to train external AI models. The college has a strict zero-personal-data policy for 

all AI tools, meaning staff must not enter personal, confidential or identifying information into AI prompts. 

AI outputs are treated as draft material and must be reviewed before use. No personal data is processed 

by AI systems, and AI is not used for automated decision-making about staff or students. 

 

The uses made of your personal information  

We will use your information to manage and administer your work and/or employment with the College, 

to look after your health, safety and welfare, to make payment to you and to provide additional 

administrative/financial services (e.g., the administration of the pension scheme).  

 



 

 

The College will also use data to comply with any legal obligations, enable the development of a 

comprehensive picture of the workforce and how it is deployed, inform the development of policies, 

procedures and management practices and to respond to legitimate requests for information (e.g., 

anonymous surveys). 

 

How long we keep your personal information 

The details of how we keep employee data are in the College Data Retention Schedule. We will only retain  

your personal information for as long as necessary to fulfil the purposes we collected it for, including for 

the purposes of satisfying any legal, accounting, or reporting requirements. In general terms, the College 

will destroy your personnel file 6 years after your P45 has been issued except for a skeleton record (e.g., 

the dates you worked at the College, the posts you held), which will be kept permanently.  

 

In some circumstances we may anonymise your personal information so that it can no longer be associated  

with you, in which case we may use such information for as long as required without further notice to you. 

 

How we share your personal information. The College will share data with external organisations, including 

but not limited to: 

 

• Government agencies, and other agencies working on behalf of the government (e.g., HMRC,  

pensions agencies). 

• Any third-party data processors who require secure access to data to undertake data processing 

on behalf of the College (e.g., payroll system providers, banks, IT service providers). 

 

The external organisations we share data with are bound to keep this data secure, and to process the data 

in compliance with the College’s stated lawful bases and purposes, as well as complying with their own 

data protection policies. 

 

In addition, your information will be shared internally, as required and deemed appropriate by the College.  

 

Data security 

The College has extensive security systems and procedures to ensure that your data is kept safe, and that  

only authorised users can access it. 

 

Your rights over your personal information 

You have a number of rights over your personal information, which are: 

• the right to make a complaint to the Information Commissioner’s Office (ICO) if you are unhappy 

about the way your personal data is being used – please refer to the ICO’s website for further 

information about this https://ico.org.uk/  

• the right to ask us what personal information about you we are holding and to have access to a 

copy of your personal information; 

• the right to ask us to correct any errors in your personal information; 

• the right, in certain circumstances such as where our use of your personal information is based 

on your consent and we have no other legal basis to use your personal information, to ask us to 

delete your personal information; 
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• the right, in certain circumstances such as where we no longer need your personal information, 

to request that we restrict the use that we are making of your personal information; 

• the right, in certain circumstances, to ask us to review and explain our legitimate interests to you; 

and 

• the right, where our use of your personal information is carried out for the purposes of an 

agreement with us and is carried out by automated means, to ask us to provide you with a copy 

of your personal information in a structured, commonly-used, machine-readable format. 

 

Please note that the College does not carry out Automated Decision Making or Profiling in relation to its 

staff. 

 

Changes to our privacy policy 

We keep our privacy policy under regular review. Any changes we make to the privacy policy in the future 

will be displayed on the College intranet. 

 

 


